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Abstract

A PseudoymousCommunicationsgnfrastructureor theInternet

by

lan Avrum Goldbeg

Doctorof Philosophyin ComputerScience

Universityof Californiaat Berkeley

ProfessokEric Brawer, Chair

As moreandmaoreof peoples everydayactiities arebeingconductednline, thereis an
ever-increasinghreatto personabprivacy. Every communicatre or commercialtransac-
tion you performonline revealsbits of informationaboutyou that canbe compiledinto
large dossierspftenwithout your permissionpr evenyour knowledge.

This work presentghe designandanalysisof a PseudopmousCommunicationgn-
frastructureor the Internet,which we call a PseudogmousIP Network, or PIP Network.
This systemallows partiesto communicatdn real time over the Internetwithout being
forcedto revealtheiridentities,thusforming the basisfor communicationgndelectronic
commercesystemghatrespecthe privacy of theindividual.

This work also presentghe Nymity Slider, an abstractionthat can be useful when

talking abouthow much personallyidentifying information a given transactiorreveals,



andwhendesigningprivagy-friendly technologiesWe discusswvhy pseudogmity, rather
thananorymity, is thegoal of this project.

Finally, we introducethe primitive of the rendezwous sener, which allows a system
suchasthePIP Network, which protectshe privagy of theusersof Internetservicesto be

turnedaroundto protectthe privacy of the providersof thoseservicesaswell.

ProfessoEric Brewer
DissertationCommitteeChair
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Chapter 1

Background

Recentlythe Internethasseentremendougrowth, with the ranksof new usersswelling
at everincreasingrates. This expansionhas catapultedit from the realm of academic
researchowardsnew-foundmainstreanacceptancandincreasedocialrelevancefor the
everydayindividual. Yetthis suddenlyincreasedelianceon the Internethasthe potential

to erodepersonaprivacieswe oncetook for granted.

New usersf thelnternetgenerallydonotrealizethatevery postthey maketo anewsgroup,
every pieceof emailthey send,every World Wide Web pagethey accessandevery item
they purchas@nlinecouldbemonitoredor loggedby someunseerthird party Theimpact
on personaprivacy is enormousalreadywe areseeingdatabasesf mary differentkinds,

selling or giving away collectionsof personaldata,andthis practicewill only become



morecommonasthe demandor this informationgrows.

All is not lost. While the Internetbringsthe dangerof diminishedprivagy, it alsoushers
in the potentialfor expandingprivacy protectionto areaswhereprivacy was previously
unheardof. This is our vision: restorationandrevitalization of personalprivacy for on-
line actwities, and bettermenbf societyvia privagy protectionfor fields wherethatwas
previously impossible.We wantto bring privagy to the Internet,andbring the Internetto

everydayprivagy practices.

1.1 Definitions

A few definitionsarein orderatthis point.

Privacy refersto the ability of the individual to control the distribution of information
abouthimself. Note that this doesnot necessarilyneanthat your personalinfor-
mation never getsrevealedto aryone; rather a systemthat respectsyour privacy
will allow youto selectwhatinformationaboutyou is revealed,andto whom. This
personainformationmay be ary of a large numberof things,including your read-
ing habits,your shoppinghabits,your nationality your email or IP addressyour

physicaladdressor of courseyouridentity.

Anonymity and pseudonymity are two forms of privagy of identity (thoughoften, in



commonusagethey areconflatedandarebothreferredto assimply “anonymity”).

A systemthat offersanorymity is onein which the usergetsto controlwho learns
his identity (or otherverinym (“true name”); seeChapter4). In particulay it is
thecasethathisidentity is notautomaticallyinsertedn headergor is easilyderived
from same) andalsothatit is difficult, if notimpossiblefor anadwersaryto “break”

the systemanddiscoverthe usersidentity againstis wishes.

The distinctionbetweenanorymity andpseudogmity is thatin the latter, the user
maintainsoneor morepersistenpersonaépseudonymsor nyms) thatarenotcon-
nectedto the users physicalidentity. Peoplewith whom the userinteractsusing
a given nym canbe assuredhat, althoughthey do not know the physicalidentity
behindthe nym, it is in fact the samepersoneachtime. With anorymity, on the
otherhand,thereis no suchpersistentdentifier, andsystemghatprovide strong(or
unlinkable)anorymity leave no inherentway to tell whetherary givenmessager

transactiorwasperformedby the samepersonasary other!

Thetopicsof anorymity, pseudogmity, linkability, andverinymswill be expanded

uponin Chapterd.

Forward seciecy refersto theinability of anadwersaryto recover security-criticalinfor-
mation (suchasthe true nameof the senderof a controversialmessagejafter the

fact” (e.g.after the messages sent); providersof anorymity servicesshouldtake

L Usersof anorymity serviceshouldkeepin mindthatmessagewritten by thesamepersortendto share
certaincharacteristicsand that this fact hasbeenusedto identify the authorsof anorymousworksin the
past[63].



careto provide forward secreg, which entails(for instancekeepingno logs.

We currently seefairly regular affirmationsin the legal system,thatif a provider
of a servicedoeskeepa log of the identity of the userof the service,thenhe is
compelledto turnit over to satisfyeventhe mosttrivial of legal requestssuchasa
civil subpoenaThis compulsionis often usedby companiego track down people
who criticize themon Internetmessagéoards:the compaly files suit againstthe
unknowvn poster claiminglibel or defamation,andusesthe existenceof the suit to
force the compaly hostingthe messagdoardto reveal the identity of the poster
Thesuitis thendropped,andthe compaly pursuests own actionagainsthe now-

identifiedspealer (for example,by firing him if heis anemployee).

Thereforeto protectthe privacy of one’s usersthe operatorof sucha servicemust
ensurethat he hasno logs to turn over, andhasno way to go “back in time” and

revealinformationabouta pasttransaction.

1.2 Motivation

Thethreatsto one’s privacy on the Internetaretwo-fold: your onlineactionscouldbe (1)
monitoredby unauthorizecpartiesand (2) loggedand presered for future accessnary
yearslater You might not realizethat your personalinformation hasbeenmonitored,

logged,andsubsequentlgisclosedthosewho would compromiseyour privagy have no



incentiveto warnyou.

The threatof long-termstorageand eventualdisclosureof personainformationis espe-
cially acuteon the Internet. It is technicallyquite easyto collectinformation (suchasa
compendiunof all postsyou have madeto electronicnevsgroups)andstoreit for yearsor
decadesndexedby your namefor easyretrieval. If youarelookingfor ajob twentyyears
from now, doyouwantyouremployerto browsethroughevery Usenepostingyou've ever
made?If you arelike mostpeople,you have probablysaid something(however minor)
in your pastyou would preferto forget—perhapsnincautiouswvord from your indiscreet
youth, for instance.Long-termdatabasethreateryour ability to choosewvhatyou would

lik e to discloseaboutyour past.

Furthermorejn recentyearsgreatadvanceshave beenmadein technologyto mine the
Internetfor interestinginformation[34]. This makesit easyto find andextractpersonal
informationaboutyou that you might not realizeis available. For instanceone of your
family membersmight have listedinformationaboutyou on their web pagewithout your
knowledge;Internetsearchenginetechnologywould find this easily Did you know your
phonenumber emailaddressandstreetaddressareprobablylisted on the Web? Or that
your socialsecuritynumberis availableon ary of severalfor-payelectronicallysearchable
databases®ost peopleprobablydo notwantto make it easyfor salesmentelemarleters,

analusive ex-spousegr a potentialstalker, to find them.

In theseways, the Internetcontributesto the “dossiereffect”, wherebya singlequerycan



compile a huge dossiercontainingextensve information aboutyou from mary diverse
sources.This increasinglypecomes threatasdatabasesontainingpersonainformation
becomeelectronicallycross-linkedmorewidely. A recenttrendis to make moredatabases
accessiblérom the Internet;with today’s powerful searchengineandinformation-mining
technologythisis oneof theultimateformsof cross-linking.For instancephonedirecto-
ries,addressnformation,creditreports hewspapearrticles,andpublic-accesgovernment
archvesare all becomingavailable on the Internet. The “dossiereffect” is dangerous:
whenit is so easyto build a comprehensik profile of individuals,mary will be tempted
to take adwvantageof it, whetherfor financial gain, vicariousentertainmentillegitimate

purposesor otherunauthorizedise.

Governmentis oneof the biggestconsumersandproducerof dossiersof personainfor-
mation,andassuchshouldbeviewedasa potentialthreatto privacy. The problemis that
todays governmentdiave mary laws, surweillanceagenciesandothertoolsfor extracting
privateinformationfrom the populaceg10]. Furthermorea greatmary governmentem-
ployeeshave accesgo this valuableinformation,sothereare boundto be someworkers
who will aluseit. Thereare mary examplesof small-scaleabusesby officials: a 1992
investigationrevealedthat IRS employeesat just one regional office madehundredsof
unauthorizedjueriesinto taxpayerdatabase§3]; employeesof the Social Security Ad-
ministrationhave beenknown to sell confidentialgovernmentrecordsfor bribesassmall
as$10[58]; highly confidentialstaterecordsof AIDS patientshave leaked [4]. Finally,

thereis very little control or oversight,so a corruptleadercould easily misusethis in-



formationto seizeand maintainpower. A numberof cautionaryexamplesare available:
FBI Director J. EdgarHoover had his ageng spy on political dissidents actwists, and
opponentsthe NSA, a secretmilitary suneillanceageny, hasa long history of spying
on domestictargets[9]; PresidenClinton’s Democraticadministrationfound themseles
with unauthorizedecretdossierson hundredf Republicaropponentsn the “Filegate”

scandal.

Anonymity is oneimportantform of privacy protectionthatis oftenuseful.

We obsene that anorymity is often usednot for its own sake, but primarily asa means
to anend, or asatool to achiere personalprivagy goals. For example,if your unlisted
telephonenumberis availableontheweb,but cant belinkedto youridentity becauseou
have usedanorymity tools, thenthis might be enoughto fulfill your needfor privacy just
aseffectively asif you hadkeptthe phonenumbercompletelysecret.Many applications
of onlineanorymity follow thecommonthemeof “physicalsecuritythroughanorymity”.
For instance,political dissidentdiving in totalitarianregimesmight publish an expos

anorymouslyontheInternetto avoid harassmenfor worse!) by the secretpolice.

In contexts otherthantheInternet,anorymoussocialinteractionis bothcommonplacend
culturally acceptedFor example the Federalispapersverepennedunderthepseudogm
Publius; mary otherwell-known literary works, suchas Tom Sawyey Primary Colors,
etc.werealsowritten anorymouslyor undera pseudogm. Today homeHIV testsrely on

anorymouslabtesting;policetip linesprovide anorymity to attractinformants;journalists



take greatcareto protectthe anorymity of their confidentialsourcesandthereis special
legalprotectiomandrecognitionfor lawyersto represenanorymousclients. TheUS Postal
Serviceacceptanorymousmail withoutprejudice;it is well-known thatanorymousvoice
callscanbe easilymadeby steppinginto a payphoneandordinarycashallows everyday
peopleto purchasenerchandisésay acopy of Playbg/) anorymously In short,mostnon-
Internettechnologytodaygrantsthe ordinarypersonaccesgo anorymity. Outsideof the
Internet,anorymity is widely acceptedndrecognizedsvaluablen today'ssociety Long
agowe asasocietyreached policy decision,which we have continuallyreafirmed, that
therearegoodreasonso protectandvalueanorymity off thelnternet;thatsamereasoning
appliesto the Internet,andthereforewe shouldendeaor to protectonline anorymity as

well.

Therearemary legitimateusesfor anorymity ontheInternet.In thelong term,aspeople
take actiities they’d normallydo offline to the Internet,they will expecta similar level of
anorymity. In fact,in mary casesthey won’t even be ableto imaginethe extensve use
this datacouldbeputto by thosewith theresourcesindincentive to minetheinformation
in aless-than-casuabay. We shouldprotectthe ordinaryuserratherthanrequiringthem
to anticipatehevariouswaystheirprivacy couldbecompromisedMoreover, thenatureof
theInternetmayevenmake it possibleto exceedthoseexpectationsandbring anorymity
to practiceswhereit was previously noneistent. In the shortterm, therearea number
of situationswherewe canalreadysee(or confidentlypredict)legitimateuseof Internet

anorymity: supportgroups(e.g.for rapesurvivors or recovering alcoholics),online tip
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lines, whistleblaving, political dissent refereeingfor academiaconferencesandmerely
the pursuitof everydayprivacy of a lessnoble and grandnature. As the New Yorker
magazinesxplainedin a famouscartoon,“On the Internet,nobodyknows you'’re a dog”

[60]—andthisis perhapsoneof the greatesstrengthof the Internet.

Ontheotherhandi,illicit useof anorymity is all too commonon the Internet. Like most
technologies|nternetanorymity techniquesanbe usedfor betteror worse,soit should
not be surprisingto find someunfavorableusesof anorymity. For instance,sometimes
anorymity toolsareusedto distribute copyrightedsoftwarewithout permission*warez”).
Email and Usenetspammersre learningto take advantageof anorymity techniquego
distribute their marketing ploys widely without retribution. Denial of serviceand other
maliciousattacksarelik ely to becomea greatemproblemwhenthe Internetinfrastructure
allows wider supportfor anorymity. The threatof beingtracked down and dealtwith
by socialtechniquescurrently actsas a partial deterrentto would-beintruders,but this
would be erodedif they could uselnternettools to hide their identity. In mary major
denial of serviceattacks,the attacler obscureshis IP sourceaddresgo preventtracing
[23]. Widespreadwailability of anorymity will meanthatsite administratorsill haveto
rely moreon first-line defensesnddirect securitymeasuresatherthanon the deterrent

of tracing.
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1.3 Abuse

Anothergreatchallengethatfacesfutureresearcherm Internetprivacy technologyis the
problemof aluse.As tools andinfrastructurefor anorymity becomeavailable,somewill

alusetheseresourcedgor illicit purposes.

We have someexperiencewith handlingalusefrom the deployed remailers.Abuseonly
accountdor asmallminority of remailerusageput it is typically themostvisible. Oneof
themostcommonalusesof remailerds junk email,wheresenderdide behindanorymity
to sendvastquantitiesof unsolicitedemail (usuallyadwertising)to a large numberof re-
cipientswho find it unwelcome. Remailerstoday include simplistic alarmswhen they
encountera large volume of mail in a shorttime; thenremaileroperatorscandeletethe
spammednessageandsourceblock the spamme(i.e. blacklistthe sender) Harassment
of a tagetedindividual is anothercommonakuseof anorymousremailers. One coun-
termeasurés to have taigetedindividualsinstall mail filtering software,or provide some
othermeangsuchasa challenge-responsamailsystemYor themto notreceve unwanted

email.

Remailerscould also provide destinationblocking services but this raisesmary thorny
issues:Shouldblock lists be maintainedcentrallyfor cohereng andcoordinatedastre-
sponseor separatelyo stopattacksbasedon falsifiedblock lists? Whatis the policy for

placing addresse®n block lists? What partiesare authorizedto requestthat an email
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addresdedestinatiorblocked—theindividual? his systemadministratoris ISP?

Theeffect of this ahuseis to placetremendougpolitical andlegal pressurentheremailer
operatof44]. Of course remaileroperatorgeceve no benefitthemselesfrom providing
anorymity servicesto the world, which makesit all the harderto justify spendingmuch
time, money, or effort to defendonesremailer Eachincidentof abusegenerateanumber
of complaintsto the remaileroperatoy his ISR andotherswho might be in a positionto
pressurghem. This situationhasbecomeso acutethat oneof the greatestifficultiesin

settingup a new remaileris finding a hostwho will notgivein to the political pressure.

Undoubtedlythe magnitudeandseverity of aktusewill increasewhenmoreinfrastructure
becomesavailable, and we will needto know how to deal with this problem. For in-
stance,an uncontrolledcompletelyanorymouscommunicationsnfrastructure be it an
anorymizing Internetservice,or an anorymoustelephonecall, potentially allows mali-
cious haclersto breakinto a remotesite untraceably We canborrov sometechniques
from today’s remailers.For instancejntrusiondetectionsoftware at the point wherethe
anorymouscommunicatiorentersthe “normal” network may detectsomeattacks,but it
alsohassomeseriouslimitations; we may alsobe ableto usesourceblockingto shutout
known trouble-malers. New techniqueswill probablybe neededoo. For example,some
have suggestedhat requiringa small paymentfor the anorymity serviceswould reduce
spam,harassmengainddenialof serviceattacksby makingit too expensve to sendlarge

volumesof data;also,theresultingrevenuemight make it easiemandmoreeconomicafor
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providersof anorymity servicedo handleabuseandstandup to political pressureln ary
caseabusemanagemenandpreventionis likely to remaina centralchallengefor future

anorymity technology

1.4 Deployment

Perhapshe mostimportantchallengefacinginternetprivacy adwocatess to ensurethatit
seesvidespreadieployment. Theissuesncludeeducatingisersabouttheneedfor special
privacy protectionto restorethe privacy lostin anonlineworld, building privacy software
thatis integratedwith popularapplicationswinning overthosewho fearanorymity [10],
andbuilding systemghatmeetthe needof realusers.lt is importantthatthis technology
reacheghe userswho mostneedit. But morethanthat, the technologyneedsto be so

penasvethatit reachesisershatdon’t evenneedit.

Why this curiousstateof affairs? As the sloganfor the Crowds project[64] goes,“Ano-
nymity lovescompairy”. Eventhebestprivagy-enhancingechnologieswhile hiding your
identity, oftendo not hidethefactthatyou areusingthattechnologyandin trying to track
down a posterof ananorymouspolitical rant,theadversaryknowstheculpritis oneof the
handfulof peoplewho usethe particularprivac/-enhancingechnology If only thosewho
needit most, becausef seriousthreatsto their person,usethesetechnologiesthey do

not gainasmuchprotectionfrom it asif thetechnologyis just naturallyusedby ordinary
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peoplein their daily actwities. Thesepeoplearesaidto provide cover traffic for theones

who needseriousprotection.

In orderto protectthe privagy, and often personalsafety of all mannerof people,from
the humanrights worker in Asia, to the child left homealone,to the CEO preparinga
meiger, to theconsumebrowsing DVDs online, it is importantthatwe seethe creationof
privacy-enhancingechnologieshatarewidely deployed,areeasyto use,andoffer strong

protectiondor users’personainformation.
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Chapter 2

Classificationof Technologies

Alice wishesto sendamessagéo Bob. Eveis anearesdroppewhowishesto usethatfact

for herown nefariouspurposesHow canAlice make this hardfor Eve to do?

The traditionalansweris for Alice to protectthe contentsof her messagefor example,
by usingencryption. If Alice usesa goodencryptionschemeandgood cryptographic
protocols sheshouldbeableto assurénerselithatonly Bob canreadthemessagéestined

for him; Eve will beunableto distinguishthe contentf the messagérom randomnoise.

If thisis Alice’s goal,sheshouldbe successfulEncryptionalgorithmsandcryptographic

protocolsarewell-understoododay

However, whatif it is not sufficient for Alice to simply hide the contentof the message
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from Eve? Supposeilice andBob are CEOsof big companiesandall of asuddenthey
startexchangingencryptecemail. Then,eventhoughEve cannotreadthemessageshecan
still gainusefulinformation(for example thatAlice andBob’scompaniesnaybeinvolved
in a future businessdeal or mewger, or may be illegally participatingin anticompetitve
collusion)from simply knowing the metadata suchasthe senderthe recipient,the time

themessagavassent,or thelengthof themessage.

If Alice doesnot want Eve to find out who sentthe messaggor to whom the message
is addressed)Alice needsto usetechniquesknown as pri vacy-enhancingtechnologies
[36]. Thesetechniquesllow Alice to not only hide the contentsof the messagehut also

someamountof the metadata.

Supposaow thatinstead Alice is apolitical dissidentandEve is the governmentensor
Now, the merefact thatan emailmessagevassent,may be causefor problemsfor Alice
(especiallyif themessagés encrypted) Alice needgo hide not only the contentsandthe
metadataf the messagérom Eve, but in factsheneedgo hidethe entireexistenceof the

message.

In orderto solve this problem,Alice usestechniqueknown as steganograply. These
techniquesllow herto hidethe messagénsideof someother innocuousgchannel Alice
may sendBob an ordinary email that passesdy Eve the censorwithout a problem, but,
for example,the numberof spacesftereachperiodin the messageouldform thebits of

another(usuallyencryptedmessageo Bob, which Eve will notnotice.
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Level Whatto protect Method
3 Existenceof message Steganography
2 Metadateof message Privacy-enhancingechnologies
1 Contentof message Encryption
0 Nothing None

Table2.1: Levelsof protectionfor amessage

In summarytherearethreelevelsof protectionAlice canuseon hermessagéexcluding
thetrivial “noneatall” protection):shecanprotectthe dataof hermessageisingencryp-
tion; shecanprotectthe metadataf her messageisingprivacy-enhancingechnologies;

shecanprotectthe existenceof hermessageisingsteganographyseeTable2.1).

Thiswork focusenthesecondevel of protection:securingAlice’s privagy by protecting

the metadataf hermessages.

Systemghatpreventaneavesdroppefrom learningtheidentitiesof the sendeiandrecip-

ientof themessageanbedividedinto two broadcategories:

Mutually revealing: Systemsn which the communicatingpartiesknow who eachother

are,but theidentitiesof oneor bothof the partiesarehiddenfrom theeavesdropper;

Not mutually revealing: Systemsn which atleastoneof the communicatingparties,in

additionto the earesdropperdoesnot know theidentity of the other

The examplesgiven above were of the first categyory: Alice and Bob knew eachothers
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identities. However, in othersituations,suchaswhistleblonving, pseudogmouspoststo
mailing lists or newsgroupgor replyingto same)or usinganorymouselectroniccash,it

is importantthatoneof thecommunicatingpartiesnot learnthe identity of the other

Anotherdirectionin which privacy technologiesanbedividedis whetherit is theidentity
of the senderor the recipient(or both) of the messagé¢hatis hidden,certainlyfrom the

eavesdropperandalsopossiblyfrom the otherparty.

We note that a systemthat is not mutually revealing, and that is designedfor ongoing
communication,must provide at leastsomevhat for protectionof either the senderor
the recipientof a message.Supposefor example,only the identity of the sendercan
be hidden, so Alice cansenda messagdo Bob without Bob learningAlice’s identity.
But now in orderfor Bob to reply to Alice, he needssomeway to deliver a messagéo
someonavhoseidentity hedoesnotknow; i.e. heneedsa systemthatprovidesprotection
for theidentity of the recipient(protectionfor the identity of the sendeiis not necessarily

important,sinceAlice alreadyknows Bob's identity).

The two main situationsin which we canprovide protectionfor the identity of oneparty

(from theother)in anongoingcommunicatiorare:

Protection of the client: The identity of the party initiating the communicationis pro-
tected;some(perhapsshort-term)mechanisnis provided for the recipientto reply

to theinitiator withoutknowing hisidentity. Notethatthereply mechanisnonly has
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to work for the onerecipient(of the original messagelt is notrequiredthatanyone

elsebeableto usethis mechanism.

Protection of the sewver: Clientssendmessaget a senerusingsomelong-termpseud-
onymousaddresswhichhidesthetrueidentity of thesener. In contrasto theabove,
themechanisnthatprotectsheidentity of therecipientof themessag@ow usually
needso be ableto acceptmessagefrom arbitrary andeven previously unknown,
clients.Of courseamechanisnthatprotectsheidentity of the sendeiof amessage

is alsorequired,n orderfor the senerto reply to theclient.

Finally, systemghatprovide for ongoingcommunicationganbedividedanothemway into

two classes:

Store-and-forward: In this class,the sendertransmitshis messageand, perhapsafter
sometime, it arrivesattherecipient. Communicationn this classof systeninclude

emailandnewsgrouppostings.

Interactive: In this classthe sendermndrecipientarecommunicatingn real time large
delaysin transmittingthe messagarenot acceptableCommunication thisclass
of systemincludethe World Wide Web, online chatrooms,telephonesyideocon-

ferencesandmostinstance®f electroniccommerce.

Providing privacy protectionfor interactve systemsurnsoutto beanextrachallengethe
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low-lateng requirementanoftenintroducetiming correlationghataneavesdroppecan
useto defeatthe privagy of the system. For example,if Bob alwaysreceves a paclet
within a fraction of a secondof someother particularpersontransmittingone, andvice
versaEve canbeprettysurethatthatpersons theonecommunicatingvith Bob. (Attacks

suchasthesewill bediscussedn moredetailin Chapter8.)

But solving this challengeis necessaryf we areto achiese a systemthat robustly pro-
videsprivagy for usersof today’s Internet,whetherit be for web, chat,voice-over-IP, or

electroniccommerce.

In summary then, privag/-enhancingtechnologieswvhich provide for ongoingbidirec-

tional communicatiorcanbedividedalongthreeindependenaxes:

Store-and-forward vs. Interactive: Is it acceptabléor messaget be queuedandshuf-
fledin orderto achieve the privagy protection,or dowe needto communicaten real

time?

Mutually revealingvs. Not mutually revealing: Are theidentitiesof the participantsn
thecommunicatiorhiddenonly from potentialearesdropperspr from oneor more

of the participantshemseles?

Protection of the client vs. Protection of the server: Is it the identity of the party initi-

ating,or receving, the communicatiorthatis hidden?
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As we will seein the next chaptey thereare mary existing store-and-fonard privacy-
enhancingechnologieswhile the muchof the communication®ver today’s Internetare
interactve. Therefore,the goal of this work is to designa set of interactve privacy-

enhancingechnologies.

In Chapter4, we will seehow a not mutually revealingtechnologycanbe convertedeas-
ily into a mutually revealing one, but not vice versa. Therefore,our designwill be not

mutuallyrevealing.

Finally, our primary motivationwill be the protectionof individual’s privacy, andso our
designwill focusonthe protectionof theclient; however, we will shav how to modify the

designsoasto achiese protectionof the senerinstead.
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Chapter 3

RelatedWork

In this chapterwe will outline the history, currentstateof the art, and currenttrends,of

privacy/-enhancingechnologies.

3.1 Past

In pastyearsemailwasthe mostimportantdistributedapplication soit shouldnot besur
prisingthatearlyefforts atbringingprivacy to theInternetprimarily concentratedn email
protection.Todaythelessongearnedrom email privacy provide afoundationof practical

experiencehatis critically relevantto the designof new privacy-enhancingechnologies.

The most primitive way to sendemail anorymously involves sendingthe messagéo a
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trustedfriend, who deletesthe identifying headersandresendshe messagdody under
his identity. Anotherold techniquefor anorymousemail takes advantageof the lack of
authenticatiorfor email headers:one connectdo a mail sener andforgesfake headers
(with falsifiedidentity information)attachedo themessagé&ody. (Bothapproachesould
alsobe usedfor anorymouspostingto newsgroups.) Of course,thesetechniquesdon’t

scalewell, andthey offer only very minimal assurancef protection.

Thetechnologyfor email anorymity took a stepforward with the introductionof anory-

mousremailers.An anorymousremailercanbethoughtof asa mail senerthatcombines
the previous two techniqueshut usinga computerto automatethe headersstrippingand
resendingprocesgb, 33, 40, 62]. Therearebasicallythreestylesof remailerswe classify

remailertechnologyinto “types” thatindicatethe level of sophisticatiorandsecurity

Theanon. penet . fi (“type 0”) remailerwas perhapshe mostfamous. It supported
anorymousemail senderdy strippingidentifying headergrom outboundremailedmes-
sageslt alsosupportedecipientanorymity: the userwasassigned randompseudogm
at anon. penet . fi , the remailermaintaineda secretidentity table matchingup the
users real email addresswith his anon. penet . fi nym, andincoming email to the
nym atanon. penet . fi wasretransmittedo the users realemailaddress.Dueto its
simplicity andrelatively simple userinterface,the anon. penet . fi remailerwasthe
mostwidely usedremailer;sadly it wasshutdown afterbeingharassedby legal pressure

[44].
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Thedisadwantageof aanon. penet . fi style(type0) remaileris thatit providesrather
weaksecurity Usersmusttrustit notto revealtheiridentity whenthey sendemailthrough
it. Worsestill, pseudogmoususersmustrely on the confidentialityof the secretiden-
tity table—theiranorymity would be compromisedf it were disclosed,subpoenaedyr
bought—andhey mustrely on the securityof the anon. penet . fi site to resistin-
truderswho would stealthe identity table. Furthermore more powerful attaclerswho
could eavesdropon Internettraffic traversingtheanon. penet . fi sitecouldmatchup

incomingandoutgoingmessage® learntheidentity of thenyms.

Cypherpunk-styldtypel) remailersveredesignedo addresshesetypesof threats.First
of all, thereis nolongersupportfor pseudogms;thereis no secretidentity table,andre-
maileroperatordake greatcareto avoid keepingmail logsthatmightidentify their users.
This diminishestherisk of “after-the-fact” tracing. Secondtype| remailerswill accept
encryptedemail, decryptit, andremail the resultingmessage(This preventsthe simple
eavesdroppingattackwherethe adwersarymatchesup incomingandoutgoingmessages.)
Third, they take advantageof chainingto achiaze morerobustsecurity Chainingis sim-
ply the techniqueof sendinga messagehroughseveralanorymousremailers sothatthe
secondemailerseesonly theaddres®f thefirst remailerandnot the addres®f the orig-
inator, etc. Typically one combineschainingwith encryption: the sendemprependghe
ultimate destinationaddresdo the email, and encryptsthe resultwith the public key of
the last remailerin the chain. It thenprependgshe addresof thatremailer andencrypts

the entireresultingblock with the public key of the next-to-lastremailerin the chain. It
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prependshe addres®f thatremailer andsoon (seeFigurel).

After that hasbeendone,the messagevill consistof an encryptedblock that only the
first remailerin the chaincanread. The sendetthenemailsthe block to thefirst remailer
which opensthe encryptedsection to discover the addres®f the secondemailer andan
encryptedblock (which the secondemailercanread,but thefirst cant). It thenforwards
theencryptedblock to the secondemailer andsoon. Thelastremailerfindsthe address
of the intendedrecipientof the messageaswell asthe (cleartext) messageo send,and

deliversthe mail.

Theadwantagehereis thateveryremailerin achainmustbecompromisedbeforeachained
messageanbetracedbackto its senderasonly thefirst remailerever interactedwith the
senderonly the secondoneever interactedwith thefirst one,etc. This allows usto take
advantageof a distributed collection of remailers;diversity givesone a betterassurance
that at leastsomeof the remailersare trustworthy, and chainingensureghat one honest
remailer(evenif we don't know which it is) is all we need. Type | remailerscanalso
randomlyreorderoutgoingmessageto prevent correlationsof ciphertexts by an eaves-
dropper In short,typel remailersoffer greatlyimprovedsecurityovertype0, thoughthey

forfeit supportfor pseudogms,andhave someotherlimitations, which we discussext.
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Theremailermessagénitially sentto A:
E.A[B,EB[C,EC[addressmessagqd ] ]
A decryptsandsendgo B:
E_B[C,E_C[addressmessagq ]
B decryptsandsendgo C:
E_C [ addressmessagd
C decryptsandsendgo address

message

Figurel: Providing sendemnorymity: the structureof a chainedremailermessage

A, B, C aretheremailersn thechain.E_x is public-key encryptionwith the

public key of x.
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3.2 Present

The currently most sophisticatedemailertechnologyis the Mixmaster or type Il, re-
mailer, basedntheideaof a“mix network” by Chaum[19]. Thistechnologyextendsthe
techniquesisedin atypel remailerto provide enhancegbrotectionagainsieaesdropping

attacksin anumberof ways.

1. Onealwaysuseschainingandencryptionateachlink of thechain.

2. Type Il remailersuseconstant-lengtimessageso prevent passve correlationat-

tackswherethe eavesdroppematchesip incomingandoutgoingmessageby size.

3. Typell remailerancludedefensesgainsteplayattacks.ln theseattacksanadwer-
sarywishingto know wherea givenincomingmessagevasheadedvould intercept
the messageandsendmary copiesof it to theremailer which, if it werestateless,
would end up sendingmary identical messageto the intendedrecipient. This is
easilydetectable A typell remaileractsin a statefulmanner rememberingvhich

message# hasseenbefore,andnot sendingoutthe samemessagéwice.

4. Theseremailersoffer improvedmessageeorderingcodeto stoppassve correlation
attackdasedntiming coincidences[24] Becauseheir securityagainseasesdrop-
pingrelieson“safetyin numbers’(wherethetargetmessageannotbedistinguished

from ary of the othermessages the remailernet), the architecturealsocalls for
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continuouslygeneratedandomcover traffic to hide the real messageamongthe

randomnoise.

Many of theseprotectionmethodswill be seenagainin Chapter6.

Complementaryto the senderanorymity of type | andtype Il remailersis the technol-
ogy of the “newnym”-style nymseners. Thesenymsenersare essentiallya melding of
the recipientanorymity featuresof a anon. penet . fi style remailerwith the chain-
ing, encryption,and other security featuresof a cypherpunk-styleremailer: a userob-
tainsa pseudogm (e.g.j oebl ow@ym al i as. net ) from a nymsener; mail to that
pseudogm will be deliveredto him. However, unlike anon. penet . fi , wherethe
nymsener operatormaintaineda list matchingpseudogmsto realemailaddresses)ew-
nym-stylenymsenersonly matchpseudogmsto “reply blocks”: the nymsener operator
doesnot have the real email addres®f the user but ratherthe addresf someremailer
andanencryptedlock of datawhichit senddo thatremailer Whendecryptedthatblock
containsa symmetrickey, theaddres®f a secondemailer anda nestedencryptedolock.
Theremailerwill encryptthe messge with the givensymmetrickey, andpassthe nested
encryptedblock andthe newly encryptedmessagéeo the secondremailer Thatremailer
in turn decryptsits block to find a symmetrickey, the addresof a third remailer anda
nestedencryptionblock. It re-encryptehe messagevith the symmetrickey, andpasses
the nestedencryptedblock andthe (doubly) encryptednessagéo the third remailer etc.

Eventually whensomeremailerdecryptsheblockit receves,it getsasymmetrickey and
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therealemailaddres®f theuser It will thenencryptthe (by now mary times)encrypted

messageavith the symmetrickey andsendtheresultto theuser(seeFigure?2).

Whenthe userrecevesthe messagehe decryptsit with eachof the symmetrickeys in
turn (hekepta copy of themwhenhe createdhereply block), anddiscoversthe message.
The effect of all this is thatall of the remailersmentionedn the reply block would have
to collude or be compromisedn orderto determinethe email addressassociatedvith a

newnym-stylepseudogm.

Anothersimple techniquefor recipientanorymity usesmessageools. Senderencrypt
their messagavith the recipients public key and sendthe encryptedmessagéo a mail-
ing list or newsgroup(suchasal t . anonynous. nessages, setup specifically for
this purposethatrecevesa greatdealof othertraffic. Therecipientis identifiedonly as
someoneavho readsthe mailing list or nevsgroup but onlookerscannotharrov down the
identity of the recipientary further. A “low-tech” variantmight useclassifiedadwertise-
mentsin a widely readnewspapersuchasThe New York Times. Messageoolsprovide
strongrecipientanorymity, but of coursethe hugedisadwantageis thatthey wastelarge

amountsof bandwidthandpollute mailing lists with bothersomeoise.

Onecouldreasonabharguethatthe problemof anorymousemailis nearlysolved,in the
sensethat we largely understandnost of the principlesof building systemsto provide
email anorymity. However, email is not the only importantapplicationon the Internet.

More recently we have seenthe beginningsof privacy supportfor otherservicesaswell.
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The nym sener recevesan email messagdor j ohndoe@ynser ver . net andfinds
thefollowing reply blockin its database:
j ohndoe, A, E A[KA B EB[K.B,C,E.C[K_C,user]]]
Thenym senersendghereply blockandmessagé¢o A:
EA[KA B EB[KB,C,E.C[K_C,user]]], message
A decryptsrecorersK_A, encryptsthe messag@andsendgo B:
EB[KB,C,EC[K_C,user]], SA[ messagg
B decryptsyrecoversK _B, encryptshe messagandsendgo C:
E.C[K_C,user], SB[ SAA[ messagq ]
C decryptsyecoversK_C, encryptthe messagendsendgo user.
SC[SB[SA[messagd]]
Theuserrecevesthemultiply encryptednessageanddecryptst usinghis copiesof K_C,

K_B, andK_A (in thatorder).

Figure2: Providing recipientanorymity: the structureof areply block

A, B, C aretheremailersn thechain.E_x is public-key encryptionwith the
public key of x. K_x is asymmetrickey sharetbetweenheuserandx. S.x

is symmetric-key encryptionusingK _x.
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3.3 Future

Whenattemptingto designanorymity supportfor webtraffic, interactie text/voice/video
chatting,remotet el net connectionsand other similar services,we quickly seethat
we canapproachthe problemin two ways: eitherby building application-specificsolu-
tions, or by creatingan infrastructureto provide privacy protectionfor general-purpose

bi-directionalinteractve Internettraffic.

3.3.1 Application-specificsolutions

Othershave proposedsomespecial-purposapplicationgor Internetprivacgy, thoughtheir

useis notyetwidespread.

Oneof thefirst onlineapplicationghatrecevedattentionwasnaturallyweb browsing.

The “strip identifying headersaandresend”approachusedby remailershasbeenapplied
to provide anorymity protectionfor Web browsing aswell. The Anonymizer [2] from
Anonymizercomis simply a web proxy that filters out identifying headersand source
addressefrom the web browser This allowing usersto surf the web anorymouslywith-
out revealingtheir identity to web seners. However, the Anonymizer offers ratherweak
security—nochaining,encryption,log safegguarding,or forward secreg—so its security

propertiesareroughlyanalogouso thoseof typeO remailersjustlikeanon. penet . fi ,
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the operatorof the Anonymizer could, possiblyunderlegal pressurereveal the identities
of usersaccessingarticularsites. Thereare,in addition,a numberof otherimplementa-

tions of the sameapproachfor exampleseg[25, 29].

The Crowds project[64] is to the Anonymizerwhattype | remailersareto type O: there
area numberof web proxiesdistributedaroundthe Internet(in fact, on the computersof
the clientsusingthe service),andweb requestsare randomlychainedthrougha number
of them beforebeing forwardedto the web sener hostingthe requestediata. The idea
is thatthe web sener will seea connectioncomingfrom someuserof Crowds, but it is
impossiblefor the sener to determinewhich Crowds userinitiated the request.Clearly,

themorepeoplethatusethe systemthe more“mixed-up”the datawill be.

Anonymousligital cash or “ecash”,is anotherupcomingtechnologyfor Internetprivacy.
As mary obsenershave stressedelectroniccommercewill be a driving force for the fu-
ture of the Internet. Therefore the emegenceof digital commercesolutionswith privacy
andanorymity protectionis veryvaluable.Two differentsetsof protocols onefrom David
Chaum[20], andonefrom StefanBrandg[12], have thestrongesprivacy protectionof ary
developedpaymentsystem—thg usesophisticateatryptographigrotocolsto guarantee
thatthepayers privacgy is notcompromisedby the paymenprotocolevenagainsiacollud-
ing bankandpayee.Theseforms of electroniccashhave mary of the privacy properties
of realcash(or money orders);mostotherdeployed paymentsystemshave only aboutas

muchprivacy aschecksor creditcards.
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In a seriesof papers,Camp, Tygar, Sirbu, Harkary, and Yee also considera variety
of electroniccommercetransactiortypesthatincorporatepseudogmity and anorymity
[13, 14, 15]. Of course the anorymousecashprotocolsonly preventyour identity from
beingrevealedby the protocolsthemseles: if you sendthe merchanta delivery address
for physicalmerchandisehe will clearly be ableto identify you. Similarly, if you use
pay using ecashover a non-anogmizedIP connectionthe merchantwill be ableto de-
duceyour IP addressThis demonstratethe needfor a general-purposmfrastructurefor
anorymouslIP traffic, asdiscussedater. (Theotheroptionis to pay by email,with which
you canusethe existing remailerinfrastructure to presere your privagy.) In ary case,
securityis only asstrongasthe wealestlink in the chain,andwe needstronganorymity
(suchasprovided by Chaums and Brands’protocols)in our paymentsystemaswell as

stronganorymity in our datatransporinfrastructure.

Therearecurrentlya numberof differentproposaldor providing anonymougublication
RossAndersons Eternity Service[1] is designedo provide long-termdistribution of con-
troversialanorymousdocumentsevenwhenthe threatmodelincludesgovernmentsand
otherpowerful parties,andthis hasbeensomavhatimplementedby Adam Backin the

form of UsenetEternity[6].

Publius[77] is anothersystem(underactive development)for providing long-termdocu-
mentdistribution. In contrasto UsenetEternity, in whichthedocumentsresimply stored

asUsenefnewsgroup)articleson Usenetsenersaroundtheworld, Publiususesdedicated
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senersto storedocumentslt also,unlike Eternity, doesallow for the modificationand/or

deletionof documentsbut only by the original postert

Otherexamplesof systemdor anorymouspublicationfocusmoreon short-termpublica-
tion, more akin to file-sharing[59, 54]. The MIT FreeHaven project[31] and FreeNet

[22] aretwo suchsystemsstill in their early stagef development.

Mojo Nation[57] is a commercialproductattemptingto provide a serviceto achieve the
sameeffect; aninterestingieatureof this systems thatusersarepaidin anonlinecurreny

called“mojo” for donatingtheir disk spaceo theglobalonline storage.

Many cryptographerdiave studiedthe problemof electionic voting, and cryptographic
protocolsabound68]—but more practicalexperiencewith building anddeploying large
voting systemss needed.The needfor moreapplication-specifiprivagy/-respectingsys-

temswill no doubtariseasthe Internetcontinuego grow.

3.3.2 General-purposeinfrastructur e

Basedon Chaums mix networks [19], Wei Dai hasdescribeda theoreticalarchitecture
thatwould provide privagy protectionbasednadistributedsystemof anorymizing paclet

forwardersanalogougo today's remailernetwork; he calledit “Pipenet’[27].

'Notethatit is usefulto be ableto turn this featureoff; i.e. to be ableto publisha documenthatcannot
be modifiedor deleted,even by yourself(and provably so). Thatway, no amountof coercionor force can
compelyouto removethedocument.
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Like theremailernetwork, Pipenetconsistsof a “cloud” of paclet forwardingnodesdis-
tributedaroundthe Internet; pacletsfrom a client would be multiply encryptedandflow
througha chainof thesenodesmuchlikein Figurel. Pipenets anidealizedarchitecture,
andhasnever beenbuilt, or evenfully specified,in practice.It suffersfrom a numberof

flaws thatwould make sucha network impractical:

e Thereis no methodfor nodesto learnthetopologyof the network.

e Youcanonly securelycommunicatevith nodeshatarepartof Pipenetnotjustarny

Internetsener.

e Packetlossor delayis extremelybad;Pipenetreatsary pacletdelayasa potential
attack,andrespond$y propagatinghatdelayto thewholenetwork, soasto prevent

theattacler from learninganything from the variationin inter-paclet timings.

In addition,thereis no supportfor pseudogmity, but in Chapterd we will seethatthisis

easyto fix.

Therearetwo independenprojectsthat provide amorematureimplementatiorof a Pipe-
net-like architecture:Onion Routing[37, 38], andFreedonm11, 8], the latter of whichis

basedon the protocolsdescribedn this work.

With OnionRouting,auserdirectshis applicationgo contactapplicationproxiesthatform

theentranceo thecloudof nodegcalledOnionRouters).Theapplicationproxy will then
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sendan“onion paclet” (sonamedbecausef the nestedayersof encryptionresembling
anonion)througha string of Onion Routersin orderto createa routethroughthe cloud.
The applicationproxy will thenforwardthe applicationdataalongthis routethroughthe
cloud, to exit onthe otherside,andbe deliveredto the sener to which the userwishesto

connect.

The OnionRoutingdesignhassomeseriousflaws, however; for example,

e Thereis no protectionbetweenthe client and the applicationproxy; an attacler

watchingthe network at thatpoint would destrg the privagy of theclient.

e Pacletlossin the network causes problemof network backlogandcascadinge-

transmits sincethe nodestalk to eachothervia TCP

e The client mustcompletelytrust the applicationproxy to choosea suitableroute
throughthe cloud; in contrastto the remailernetwork, wherethe userchooseghe
chain,andwherechoosingany onetrustworthy nodesufficesto maintainthechain’s
security here,a singlecompromisecodeat the entranceo the cloud canremove

all privacy protection.

It shouldbe notedthattheseflaws have beenaddresseth thedesignof thesecondrersion
of their system. In addition, Onion Routing also hasno supportfor pseudogmity, but
again,thatis easyto fix. Also, andmoreseriouslyit doesnot provide a way to manage,

or in somecasesgvenpreventor detectalbuseof the system.
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In brief — the detailsarethe coreof this thesis— this work avoidsthe problemsof trust
betweenthe clientandtherestof the cloud by having the clientitself becomepart of the
cloud. Ontheupside this putsmuchmorecontrol over what partsof the network to trust
into the handsof the individual users.On the downside,however, this requiresthe client
to run specialsoftware,unlike Onion Routing,wherethe client needat worstreconfigure

his applicationproxy settings.

We mitigate the TCP-in-TCPproblemsby useof IP-in-IP tunnelingor UDP instead;in

thisway, thelossof a paclet doesnot preventsubsequenpacketsfrom beingtransmitted.

We candetectandpreventaluseby the useof exit nodeapplication-layeproxies;we can

alsomanagehlusethroughthe useof pseudogmity, andreputationcapital.

All of thesepieceswill bedescribedn muchmoredetailin thefollowing chapterswhich
will discussthe theory behindanorymousand pseudogmoussystems give the design
goals,anddetailthe designmethodologyof our systemto provide a pseudogmouscom-

municationanfrastructuregor thelnternet.
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Chapter 4

The Nymity Slider

Peopleengagen numerougormsof transactionsveryday Someof theseransactionare
communicativefor example,sendinga letter (or email) to a friend, readinga newvspaper
postingto a newvsgroup or usinganonlinechatroom. Somearecommecial; for example,

buying a newspaperselling stock,or tradingbasebaltards.

In eachcase,the participantsin the transactionexchangesomecontent: informationin
the caseof communicatve transactionsor valuein the caseof commercialtransactions.
But the transactionslsoinvolve the exchange(amongthe participants)or revelation (to
outsiders)of meta-contentinformation aboutthe participants,or aboutthe transaction

itself.

Someexamplesof meta-contentnayincludethe dateandtime of thetransactionthe val-
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uesof theitemsexchangedthe physicallocationat which thetransactiorwasconducted,

or informationabouttheidentitiesof the participants.

This chapterwill be particularlyconcernedvith this last pieceof meta-contentWe will
definethe nymity of a transactiorto be the amountof informationaboutthe identity of
the participantghatis revealed.Note thattransaction®ften have differentnymity levels
for differentparticipantsandit may be thatthe nymity level with respecto a participant
differsfrom thatwith respecto anoutsideobsenrer; for example,the personwith whom
you arecorrespondingnay know your identity, but thatinformationis hiddenfrom third-
party eavesdroppersThe goal of this chaptelis to cataloguevarioususefulnymity levels

thatoccurin commontypesof transactionsandto notecertainpropertieof thesevalues.

4.1 The levelsof nymity

The amountof identity one choosedo, or is requiredto, reveal in a transactionbeit a
commercialtransactionor a communication)s variable,and dependson the particular
situation. Thesedifferentamountsof revealedidentity can be placedon a continuum,

whichwe call the“Nymity Slider”.
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<— Verinymity
Government ID
Social Security Number
Credit card number
Address

<— Persistent Pseudonymity
Noms de plume
Nym servers

<— Linkable Anonymity
Prepaid phone cards
Frequent—purchase cards

<— Unlinkable Anonymity
Cash payments
Anonymous remailers

Figure3: The Nymity Slider
4.1.1 The high end: verinymity

A verinymis a True Name[75]. But whatdo we meanby that?We could meanthe name
printed on your government-issudirth certificate,driver’s license,or passportput not

necessarily

By “verinym” or “True Name”we canalsoreferto ary pieceof identifying information
that can single you out of a crond of potentialcandidates.For example,a credit card

numberis a verinym. So canbe a telephonenumber or a streetaddress.In the online
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world, anemailaddres®r anP addressanalsobe considered verinym.

Theideais that,if 1 know you areoneof the peoplein a potentialsetof candidatesthen
if 1 geta verinym for you, | canfigure out which oneyou are. Clearly, someattributes
may or may notbeverinyms,dependingn the particularsetof candidate$ have in mind.
For example,if the candidatesetis rathersmall, thensimply knowing that you work in
WashingtonDC may be sufficientto singleyou out; but thatsamepieceof informationis
notsufiicientif thecandidatesetis, say thesetof US FederalGovernmentemployees.For
thisreasonsomeformsof verinymousinformationarelistedslightly lower onthe Nymity

Sliderthanotherforms.

Transactionsn which a verinym is revealedare saidto provide verinymity . This forms

the high endof the Nymity Slider.

Verinymshave two importantproperties:

Linkability: Any verinymoustransactionyou perform can be linked backto you, and
thus, to any otherverinymoustransactionyou perform. Verinymoustransactions
thereforanherentlycontributeto thedossieteffect; they makeit possiblejf noteasy
to constructa large dossieron you by cross-referencintarge numbersof databases

which areeachindexed by oneof your verinyms.

Permanence: Verinymsare,for themostpart,hardto changeand,generally evenif you

do changehem,thereis oftenarecordof the changgthuslinking your old nameto
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your new one).

Thesetwo propertiesare what makes identity theft so problematic:if animposteruses
oneof your verinymsandsulliesit (say by giving it abadnameor a badcreditrecord),
it’ s quite difficult to getthe situationcleanedup, sinceyou cant changethe verinym you
use(permanence)and you cant separatdhe transactiong/ou madefrom the onesthe

impostermade(linkability).

Companiessuchas Verisign [74] want to bring verinymity to the Internetin a strong
way by issuingDigital Passportghatwill provably tie your online actvities to a real-life

verinym, suchasthe nameonyour driver’slicense.

4.1.2 Thelow end: unlinkable anonymity

In contrast,at the extremelow end of the Nymity Slider aretransactionghat reveal no
informationatall abouttheidentity of the participant.We saythattransactionsf thistype

provide unlinkable anonymity.

We usetheterm“unlinkable” to meanthatnot only is no informationaboutyour identity
revealed,but alsothatthereis no way to tell whetheror not you arethe samepersonthat

performedsomegivenprior transaction.
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The mostcommonexamplein the physicalworld is payingfor grocerieswith cash! No
information aboutyour identity is revealedto the merchant(provided you do not will-
ingly divulge extra information; more on thatin Section4.2), nor is the merchantable
to determinewhich of the cashtransaction®ver the courseof a monthareby the same

person.

Technologiesuchastypel anorymousremailergseeChapter3) provide unlinkableano-
nymity for Internetemail; thereis no way to tell if two remailermessagesarefrom the

samepersonor not.

4.1.3 The middle: linkable anonymity, persistentpseudonymity

As usual,the mostinterestingpartsof a slider are not at the extremes,but rather in the

middle.

Above unlinkable anorymity on the Nymity Slider is the situationwherea transaction
doesnot revealinformationabouttheidentity of the participant,yet differenttransactions

madeby the sameparticipantcan,atleastin somecasespelinkedtogether

A simpleexampleis whenonepurchases prepaidphonecard(usingcash).Neitherthe

Thoughnotethat eventhis leaksa tiny bit of informationaboutyour identity; for example,you very
likely live in the samepartof the countryasthe grocerystoreis located.Also, the storemay have recorded
an imageof your faceon a securitycamera. The Netherlandshaseven proposechaving bank machines
recordthe serial numbersof bills issuedto you, and having merchantgecordthe serialnumbersof bills
spent.Dutchmoney hasbarcodegprintedonit ostensiblyfor this purpose.
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merchannor the phonecompary generallylearnstheidentity of the purchaserhowever,
the phonecompaly canlink togetherall calls madewith the samecard. This s linkable
anonymity. Similarly, mary grocerystoresoffer frequent-purchaseards(the Safavay
Club Cardis acanonicalkexample);you signup for oneof these pftenusinganobviously
fake name(it turnsoutthe storesdon’t careaboutyour name),andthenall purchaseyou

make canbelinkedto the card,andthusto eachother but notto youridentity.?

Merchantsusethe information gatheredrom theselinkable anorymoustransactiongo

determinefor example,that peoplewho buy diapersalsotendto buy beerandso may
arrangeo placethemneareachotherin thestore.(This curioussituationapparentharises
whenWife asksHusbando go to the storeto pick up somediapers;Husbandiguresthat

while he’s out, hemayaswell pick up somebeer 2)

Whensomeauthorsor columnistspublishtheir works, they do so undernomsde plume
or pennames The True Nameof the authoris not revealed,but it is assumedhatwhen
anotherwork appearsunderthe samepen name,it was written by the sameauthoror
groupof authors.“Bourbaki” and“Dear Abby” aretwo well-known pennameghatwere

usedby a groupof people,asopposedo a singleperson.In the digital world, we canin

2The Bay Area Cypherpunksattemptto foil the linkability measuresf Safavay Club Cardsby having
inventedthe Safavay Club Card ExchangeProtocol: oncein a while, whena large numberof themarein
the samephysicallocation,they will throw their cardsinto a big pile, andrandomlyextract a replacement
[78].

3In fact,onetime | relatedthis examplein atalk, a memberof the audiencecameup to me afterwards
andtold methatjust thatday his wife hadasked him to go getdiapers,andhe hadpicked up diapersand
beer He wasallittle spooled. Notwithstandinghe confirmingexample,though,the beerand-diaperstory
is apparentlyanurbanlegend.
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factarrangesomethingslightly stronger:unforgeability. Thatis, only the original person
or cooperatinggroupbehindthe pennamecanuseit; in thatway, we assurehatif some
givennameappearso have authoreda numberof works,we canbecertainthattheoriginal

authorwasresponsibléor them. Thisis calledpersistentpseudonymity, andsitsbetween

linkable anorymity andverinymity onthe Nymity Slider.

In the onlineworld, thenym seners(seeChapter3) provide for persistenpseudogmity:

two postsfrom| r h@ym al i as. net areassuredo have comefrom the sameperson.

Becauseof this assurancef origin, persistenpseudogmity (sometimesimply referred
to as“pseudorymity”; thepersistencés implied) providesfor whatis known asreputation
capital. If you perform transactionswvith a certainpseudogm (or “nym”) repeatedly
be they commercialor communicatie, that nym will gain a reputationwith you, either
positive or negative. For instanceyou might cometo believe thatthe nym payspromptly
when purchasinghings online; or that the goodshe adwertisesin an online auctionare
generallyof poor quality; or that he is very knowledgeablein the field of recreational
sailing; or thathe spoutsoff loudly aboutquantummechanicsbut he knows nothingatall

aboutit — or evenall of theabore.

Youform anideaof thekindsof commerciatransactionyouwould bewilling to perform
with this nym, andof thekinds of communicationyou arewilling to undertale with him,
andof the kinds of thingsyou will believe if he saysthem. This is thatnym’s reputation

with you, andthatreputations useful,eventhoughyou mayknow nothingatall aboutthe
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persorbehindthe nym.

This is in factoneof the mostcommonlevels of nymity on the Internettoday In news-
groupsor mailing lists, for example,you have no ideawhetherthe personpostingunder
thenames'Tim May”, “Lucky Green”,or “lan Goldbeg” actuallyhasa driver’s license
or passportwith that namewritten on it. Nor shouldyou care. You merely decidefor
yourselfwhatthe persons reputationwith you shouldbe;do you generallyagreewith the
thingshe says,do you feel compelledto have political debateswith him, or do you you

simply ignorehis madrantings?

This level of nymity sharessomeavhatthe propertyof linkability with thatof verinymity:
arything postedundera givennym canbe linked to anything elseso posted. However,
a single personmay have multiple pseudogms, andthis is wherethe usefulnesof this
level of nymity is mostapparent.It is not generallypossibleto link transactionsnade
underonepseudogm to thosemadeunderadifferentone. Thatis, giventransactionsrom
two differentpseudogms, it is usuallyvery difficult, if notimpossibleto tell whetherthe
transactionsvereperformedby (andthereforethepseudogmsrepresent)hesameperson

or not.

This lack of permanencallows for a numberof usefulfeaturesjfor example,you might
useonepseudogm onarésune websitewhile looking for anew job (sothatyour current
employer cannottell you're thinking of leaving), anda differentpseudogm on a singles

web site while looking for a date. Thereis no goodreasorthesetwo pseudogmsshould
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be ableto betied together You might usea pseudogm whenyou're young,sothatwhen
you go looking for ajob twentyyearslater, your teenaggoststo Usenetdon’t comeback
to hauntyou. In this way, pseudogmity defeatghe ability of othersto compiledossiers

onyouin themannerdescribectarliet

The ability for nymsto acquirereputation,andto defeatthe dossiereffect, suggestshat

persistenpseudogmity is the desirednymity level atwhichto aim our system.

4.2 Propertiesof the Nymity Slider

One of the fundamentalpropertiesof the Nymity Slider is that, given ary transaction
thatnormally occupiesa certainpositionon the slider, it is extremelyeasyto changethe
transactiorto have a higherpositionon the slider (closerto verinymity): the participant
merelyhasto agreeto provide moreinformationabouthimself. This is the situation,for
example,wherea consumewolunteergo usea frequent-purchaseardat a grocerystore
to allow the merchanto link togetherall of the purchase$e ever makes. Assumingthe
merchandoesnot requiresomeproof of identity to obtainthe card,this actionmovesthe
position of the Nymity Slider from “unlinkable anorymity” to “linkable anorymity”. If
the merchandoesrequirea True Namein orderto issuethe card, the slider getspushed

all thewayto “verinymity” — a pretty steeppricefor groceries.
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Similarly, a posterusingan anorymousremailercansign his messagewith the PGPkey
of apseudogm, in orderto turn unlinkableanorymity into pseudogmity. Or a userof a
pseudogm can“unmask” himselfby voluntarily revealinghis own identity. In all cases,
simply revealingmore informationat a higherlayer of the protocol[46] is sufficient to

increaseahe nymity of thetransaction.

Ontheotherhand,it is extremelydifficult to move atransactiordownthe slider (towards
unlinkableanorymity). If the only methodof paymentonehasavailableis a creditcard,
for example(paymentverthelnternetcurrentlyfall into this category, to afirst approxi-
mation),it is challengingo find away to buy somethingvithoutrevealingthatverinym. If
ary layerof your protocolstackhasa high level of nymity associatedvith it, it is difficult

to build a protocolontop of it thathasa lower level of nymity.

For example,anorymouselectroniccashprotocolsinherently have a very low level of
nymity, but if you try to usethem over ordinary TCP/IR your IP addresqa verinym,
or closeto it) is necessarilyrevealed,andthe point of the anorymousapplicationlayer
protocolis lost. In this sensethe Nymity Sliderbearssomeresemblancéo aratchet:it is

easyto move anexisting protocolup, but it is hardto move down.

For thisreasonwhenwe designnew protocols atall layersof the stack,we shoulddesign
themto have aslow a nymitylevel aspossible If donein this way, protocolsbuilt ontop
of themwill notbe forcedto have high nymity. Also, evenif we wanta protocolto have

high nymity, it is bestto designit with low nymity, andthensimply provide theadditional
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identity informationat a higherlayer The reasonfor this is thatit enablesusto easily
changeour mindslater; althoughwe may want somenew systemto provide verinymity
or persistenpseudogmity, we maylaterdecidethatsome(perhapgimited) usesof lower
levels of nymity aredesired.In orderthatwe be ableto avoid a completeredesignwe
shoulddesignthe systemwith a low nymity level from the start, add additionalnymity
now by simply displayingthe additionalinformation, and then just remove this added
nymity if desiredatalatertime. We furthernotethatthis addednymity canbe of whateser
strengthis requiredby the application;for example,a“screenname”’couldbe merelysent
asanadditionalfield in a chatprotocol, whereasan applicationrequiring unforgeability

would likely requiresomesortof digital signaturepr otherauthenticitycheck.

Thereforealthoughtheendgoalof our PseudopmousCommunicationgnfrastructureor
thelnternetis to provide network communicationsvhich supporipersistenpseudogmity,
we will designit from the startto provide unlinkablyanorymousaccessThen,to provide
persistentpseudogmity, we will simply require that usersof the systemdisplay their

pseudogmsin orderto gainaccesgo it.
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Chapter 5

DesignGoals

The scopeof thiswork is to designandanalyzea systemthatwill allow for individualsto
communicateandto utilize network services pseudogmously In this chapterwe will
outline the variousthreatsagainstwhich we may wish to defend,we will discusssome
high-level designgoalsfor the systemandfinally, we will examinethe tradeofs we must

bewilling to make.

5.1 Overview of Threats

In makingclaimsaboutthe protectiona privagy-enhancingechnologyoffers, andin ex-

plaining the limitations of the technology it is usefulto examinesomeof the typesof
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peoplewho may attemptto violate a users privacy. Below, we briefly describethoseat-
tackersandour assumptionsibouttheir abilities. Later, we will chartthe variousattacks
we believe theseattaclerscancarry out, aswell assomepossibledefensesWe noteup
front thatwe will notbesuccessfuin defendingagainsiall of thesethreatsyrather we will

analyzewhich defensesreeffective againstwhich threats.

5.1.1 Web Site Operators

A web site operatorcan offer cookiesto try to track a user Many web siteswill use
variousforms of encouragemertb get personalinformation, suchas askingfor a ZIP
codefor weathermreports,andthensharethatinformationwith their advertisingnetworks.
An adwertisingnetwork, suchasDoubleClick[55], by placingadson mary sites,is able
to gathera large profile of ary given user Internetsitesusing customprotocols,like

RealNetvorks[79], canalsoengagen trackingof users.

Web sitescanalsouseactive content,suchas ActiveX, Jarascript,andotherlanguages,
to causea users computerto sendinformationto the site. This behaiour is lesscommon

thangatheringprofilesthroughcookies.



53

5.1.2 SystemsAdministrators and Inter net Service Providers

Corporatesystemsandnetwork administratorsandcommerciallSPs,canvariouslyread
ausers mail, watchto wherehe makesnetwork connectiongsuchaswebbrowsing),and
generallymonitor all his unencryptednline actvities. A comparty sysadmincanread
ary files storedon network drives,andmay alsobe ableto accesall thefiles on desktop
or laptopcomputers.Theremay be local laws controlling this actwity, thoughusersmay
have signedaway all of their rights undersuchlaws as part of an employmentcontract.
Also, in a corporatesituation,otheremployeeson the inside may have (legal or illegal)

accesgo files andnetworks.

5.1.3 Search Engines

Searchenginescandiscover alot of informationaboutpeoplethatthey themseles,their
friendsandfamily, theiremployers,their school,andothersin theirlivesmayhave placed
online. A singleslip up thatlinks a pseudogm to a verinym, postedanywhereon the

Internet,is easilydiscoveredwith asimplesearch.
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5.1.4 Lawmakersand Law Enforcement

In democraciesr othercountriesvherethepoliceareunderthejurisdictionof civilian au-
thorities,policethreatsareusuallyovert,in theform of attemptgo obtainencryptionkeys
to forcedatarecovery, includingidentity information. This is usuallyinvolveswarrantsor

courtorders but mayalsoincludepsychologicatacticsor evenphysicalintimidation.

In somecountries,police may also operatecovertly throughactionssuchas emissions
monitoringand“dumpsterdiving”. Onecannotassumehatall police actionsareautho-
rizedor evenlegal, or thatif authorizedandlegal, the regimethathasauthorizedhemis
ethicalandprotective of humanrights. Policein variouscountrieshave beenknown to use
illegal meansof gatheringnformation,which they abandorwhenit leadsthemto alegal

way of gatheringnformation.[56]

Policedepartmentsftenwork asagentsof the courts,who attackby way of warrantsor

subpoenasThe subjectof awarrantor subpoenanaybeorderedo besilentaboutit.

Attacksby legislaturesinclude declarationghat keys mustbe escraved, passing‘Know
Thy Customer’laws (which preventcertainkinds of transactiongrom occurringwithout
the participantsbeingstronglyidentified)andidentity cardlaws, andothermeasuresisu-
ally takenwith the public’s interestostensiblyin mind, but from anauthoritariarpoint of

view.
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5.1.5 SystemCrackers

Systemcraclers will generallyuse searchengines,trojan horsesoftware, and network
monitoring(muchlike a sysadmin)o gatherinformationaboutsomeone Dependingon
their level of interestthey have alsobrokeninto creditreportingagenciespolice comput-

ers,andothersystemswith poorsecurityin orderto gatherinformation.

5.1.6 National Intelligence

National Intelligence Agenciesmay operatewide net “vacuumcleaner”operationsde-
signedto gatherhugeamountsof electronicinformationbasedon keywordsandheader
information. The Echelonsystem[16] is reputedto do this. They may also engagen
moretargetedmethodswvherethey gatherinformationfrom colleaguesandacquaintances
of people,or in technicalattacks wherethey usetechniquesuchasVan Eck monitoring

[73] or hiddenmicrophonego gatherinformation.

5.1.7 Litigious Groups

Thereare a variety of organizationswho, feeling their intereststhreatenedspendhuge
amountof monegy threateningandfiling lawsuits. This capabilitycanallow themto force

AIP operatorsfor example,to revealary storedor loggedinformationthey may possess.
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Thesdawsuitsmayneedto befiled in anumberof countries.

5.1.8 OrganizedCrime

Criminal organizationsnay attemptto eithersubvertthe network, or the privacy of anym.
Thistypeof attacleris morelik ely to usephysicalviolencefor employeesubversion theft,
or breakingandentering.Also, in somecasesprganizedgangscanbe betterfundedand

equippedhanpoliceforces.

5.2 Goals

In this sectionwe list somedesigngoalsfor our pseudogmouscommunicationsystem.
In Section5.3,wewill examineto whatextentthesegoalsarecomplementaryandto what

extentthey areconflicting.

Deployableover the existing Inter net: This criterionallows usto “get therefrom here”;
thatis, it givesusthe ability to leverageexisting communicationsnfrastructuren
orderto build a new system.This is certainly preferableto settingup our own net-
work. However, it alsorequiresusto inheritsomeof theless-desirablaspect®f the
existing Internet,whetherthe problemsbe unintentional(paclet delaysandlosses

are unpredictable) or malicious (thereis nearzero securityon the links between
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nodesin the network; adwersarieshave the ability to read,write, modify, or delete

traffic onthoselinks).

Applicable and real-time: The systemshouldbe useful at the very leastfor the most
commonusesof the Internettoday: web surfing, email, Usenet,and chat. This
requiresthe ability to supporta multitude of currentinternetprotocols,aswell as
easilyaddingnew ones. In addition,in orderto supportmary of theseprotocols,
the systemmusthave low lateng; web-trafic pacletsmustbe ableto be delivered
pseudogmouslywithoutthe hourlong delaystypical of chainingremailers for ex-
ample. We would alsolik e the users “view of the net” to be affectedaslittle as
possible;thatis, exceptfor not revealing his identity, his useof Internetservices

with this systemshouldbe ascloseaspossibleto his useof themwithout.

Resistantto attack: It shouldbe difficult to tracethe origins of a paclet, or to find the
userbehinda pseudogm. Varying this degreeof difficulty canleadto interesting
tradeofs, bothdesign-timeandrun-time;seebelov. As well, it shouldbedifficult to
attackthe infrastructurdtself; thereshouldbe no single point of failure, whereone
particulamodegoingdown would causdherestof thenetwork to ceasdunctioning,

or worse,to forfeit privagy silently.
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5.3 Tradeoffs

Someof ourgoalscomplemeneachother whereaothersconflict; for example,in orderto
achieve someof thefunctionalitywe maywant,we maybeforcedto compromisesecurity

or vice versa.ln particular:

Usingthe Inter net vs. Applicability: Thesetwo goalsdo not conflict; in fact,they com-
plementeachother If our goalis to make existing Internetservicesavailable to
userg(in a pseudogmousfashion),it is no problemto runthetraffic overthe exist-

ing Internet;thatis, afterall, theway the usersgetaccesgo thoseservicegoday

Resistanceo attack vs. Usingthe Inter net: Usingthe public Internetclearly opensthe
systemto a numberof attacksthatmay not exist on a privatenetwork. Not only do
attaclersnot have to getaccesdo a specialnetwork, but the propertiesof Internet
traffic suchasbest-efort delivery, and unpredictableéhroughput,paclet loss, and
jitter, aid the attacler in more subtleways; seeChapter8 for much more detail.
Againstthis, however, is the huge benefitobtainedby being able to build on an

existing network.

For now, we will resohethistradeof in favour of usingthe public Internet,possibly
attheexpenseof security A morematuresystemmaywishto simply movethesys-
tem hereundedescribecdentirely to a privatenetwork, andinstantlygaina number

of securitybenefits.
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Resistanceo attack vs. Applicability: Today’s Internetapplicationswere,for the most
part,notdesignedvith privagy in mind. Someapplicationsjn fact,actively violate
the users privagy by sendinginformationabouthim or his computerto someother

party overthe Internet,withoutthe users consentpr evenknowledge[42, 72].

It may be difficult, if notimpossibleto make theseapplicationscontinueto work,
while still providing privagy to the user We will resol\e this tradeof in favour of
privagy; we will attemptto prevent attackson the identity of the user evenif it
comesat the expenseof the usernot beingableto performsomeoperationsor run

someapplications.

Resistanceo attack vs. Resistanceo attack: Thereare,in fact,moredifficult tradeofs
to bemade.Somedesignchoicesallow for attacksby certainclasse®f adwersaries,
andit so happenghat sometimeswo possibledesignchoicesmerelylet us select
which classof adwersarycanattackthesystemandnotlet ussecureghesystenmfrom

attackentirely.

Thesetradeofs we will make on a case-by-caséasis,and we will go into more

detailsaboutthemasthey arisein thedescriptionbelow.
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Chapter 6

DesignMethodology

Whatwe wish to build is a PseudonymoudP (PIP) network. However, if we recallthe
lessonof the Nymity Slider, it would behowe usto designa systemfor the anonymous
transportof IP paclets. This Anonymous IP Infrastructur e (AIPI) canthenhave a
pseudogmity layeraddedon top of it; the Nymity Slidersaysthatthis shouldbe easyto

do.

Therefore we now go aboutdesigningan AIPI. Thethreecomponent®f anAlPI areas

follows:

The IP Wormhole: The primary pieceof the AIPI is whatwe termthe“IP Wormhole”.

Thisis anlInternetservice[35] with thefollowing properties:
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e A clientcansetup anlP Wormholebetweerhimselfandsomeotherlocation
on the Internet(the “exit node”). The choiceof exit nodeis not arbitrary;
typically, the client mustselectfrom oneof a predefinedist of endpointsput

thislist couldbelarge andgeographicallydiverse.

e Theclientcan‘inject” IP pacletsinto the P Wormhole.After somedelay(the
latencyof the IP Wormhole),the paclet will (with someprobability; thisis a
“best-efort” delivery mechanismin the style of IP) betransportedo the exit
node.Theexit nodewill insertthepacletontothelnternet,whichwill proceed

to routeit to its final destinationin the usualway.

e Packetssentby senersin reply to paclketssentthroughthe IP Wormholewill
be routedby the Internetto the exit node. The exit nodewill theninject the

reply backinto the IP Wormhole,for transportackto theclient.

e ThelP Wormholeshould to theextentpossible hidetheidentity (in particular
the verinym with which we areconcernedereis the IP addresspf the client
from therecipientsof the client’s paclets,who may additionallybe colluding

with otheradwersaries.

e Clientsusingthe IP Wormhole shouldbe ableto communicatewith arny In-
ternetsener; it mustnot be requiredthat existing Internetsenersrun special

software,or know aboutspecialprotocols.

Notethatthekey hereis this processf transportingP pacletsfrom oneendof the
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IP Wormholeto the other This needsto be donein sucha way asto protectthe
client’'sidentity from theadwersariesThedesignmethodologyfor thelP Wormhole

will becoveredin Section6.1.

The Network Information Database: TheNetwork InformationDatabaseknown asthe
NIDB, maintainsthelist of the possibleexit nodes(andintermediatenodeswhich
will be discussedelow), alongwith their public keys and statisticalinformation

aboutthem.

TheNIDB can,in its simplestform, justbe a centraldatabas¢hatis queriedfor the
pertinentinformation. However, thereare dangergo doing this (both in termsof
scalabilityandin termsof security),soa moredistributedapproachs warrantedas

will beseenin Section6.2.

Application-level proxies: The Nymity Slider saysthat if ary layer of a protocol has
inherentlyhigh nymity, thenit is difficult to make the protocolasawhole have low
nymity. The IP Wormholewill provide the anorymoustransportat the low layers,
but we still needmechanism$or anorymousor pseudogmousapplications To this
end,the AIPI will provide for the ability to install application-leel proxies! These

proxieswill comein two types,with differentfunctions:

Client-side proxies: Therole of a client-sideapplication-leel proxy is to protect

the identity of the client by removing identifying information from the high

INote that, technically the AIPI only providesthe hooksfor the application-layemproxies;the proxies
themselesarenot partof the AIPI, whichis atransport-layemechanism.
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layersof applicationprotocols.

Exit nodeproxies: The role of an exit nodeproxy is to protectthe integrity and
securityof the PIP Network asa whole by preventingmalicious(andpossibly

anorymous)clientsfrom conductingundesirabldehaiour on the network.

Furtherdetailson application-leel proxiescanbefoundin Section6.3.

6.1 TheIP Wormhole

This sectionwill describehemethodologywe will useto constructhe IP Wormhole.We
will begin by presentingvery simpledesignandwork upfrom there eachstepdefending

againstmorepowerful adwersaries.

6.1.1 ProtectingagainstIP addressrevelation to the server

In thenormalcourseof operationof TCP/IR aclient’s IP addresss plainly presenin the
IP pacletsdeliveredto the sener. We may designan extremelysimple P Wormholeto

preventtheclient’s IP addresgrom reachingthe sener, asfollows.

Setup oneor morededicatechostsaroundthe Internet;we call thesehostsAnonymous

Inter net Proxies (AIPs). The basicideawill be that the client will selectone of the
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Figure4: ProtectingagainstP addressevelationto the sener

Server IP =129.5.2.15

AlIPs (eitherat random,or perhapsa specificonecloseto himself, or closeto the sener

with which heis communicating)theclientwill thensendpacletsto the AIP, which will

forwardthemon to the destinatiorsener.

In moredetail (andseeFigure4):

e EachAIP hasatleasttwo IP addressests regularInternetaddressandoneor more

Wormholeaddresseshepurposeof whichwill begivenbelon. NotethatIP paclets

containingary of the AIP’s addresseglnternetor Wormhole)mustbe routableto
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the AIP.

To senda paclet, the client first removesthe sourceaddressnformationfrom the
paclet; this pacletwill thenhave ablanksourceaddressandthedestinatiorsener’s
IP addressas the destinationaddress. It then encapsulatethe (somavhat anon-
ymized)paclet asthe payloadof anotherP paclet; this outerpaclet will have the
client's IP addresssthe sourceaddresaindthe AIP’s IP addressisthe destination
address.The client thensendsthe resultingpaclet, which will be deliveredto the
AIP by normallnternetrouting methods.(Note thatthis is just IP-in-IP tunneling

[69].)

The AlP recevesthe pacletfrom theclient. If thisis thefirst pacletit hasreceved
from this client (or atleastthefirst sincesometimeoutinterval), it needgo assigma

Wormhole-IPaddresgo theclient. This canbe donein oneof two ways:

— Assumingthe pacletsare TCP or UDP paclets,a unique(Wormhole-IR port)
pair canbe assignedo each(Client-IR port) pair seenon incoming paclets.
This is the methodusedby Network AddressTranslation(NAT) or IP Mas-
guerading32, 52]. This methodworks bestwhenonly one (or a very small

number)of Wormhole-IPaddresseareavailableto the AIP.

— If mary Wormholeaddressesare available for the AIP to use(remembering
thatthey all mustberoutedto the AIP, soprivatelP spaces notusablehere),

the AIP cansimply assigna uniqueWormhole-IPaddresgo every Client-IP
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addresseernonincomingpackets. This methodworksbestwhenthe available

IP spacds large,suchaswith IPv6[28].

Having selecteda Wormhole-IPaddresgor (Wormhole-IR port) pair) to assignto
the paclet, the AIP storesthat choicein a table for usewhen subsequenpaclets

from the sameClient-IP (or (Client-IR, port) pair) arrive.

e TheAlP extractsthe encapsulate@aclet, andsubstituteghe blank sourceaddress
with theWormhole-IPaddresselectedbove. It thentransmitgheresultingpaclet,

whichwill bedeliveredto thedestinatiorsener.

e Whenthesenerrepliesthedestinatioraddres®f thepacletwill beoneof theAlP’s
WormholeaddressesThe AIP will acceptthis paclet, andlook up in its tablethe
correspondinglient-IPaddresslt will thenencapsulatéhereply pacletin another
IP paclet; this outerpacletwill have the AIP’s Internetaddressisa sourceaddress
andtheClient’s IP addressisa destinatioraddressThe AIP will thentransmitthis

paclet, whichwill bedeliveredto theclient.

e Theclientwill receve the encapsulatedeply paclet (andnotethatin this way the
clientlearnsthe Wormhole-IPaddreshiewasassignedy the AIP; thiswill become

usefullateron), andprocesst asif it werereceveddirectly from thesener.

Thissimplestform of IP Wormholecertainlydoeswhatit claims,solongastheonly adwer-

saryis the operatorof the destinationsener, andthat operatorcanonly gaininformation
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from his sener’s IP logs. More sophisticatedttaclerscanattackthis systemvery easily;
simply monitor the network nearary AIP, andjust readthe IP-in-IP pacletsto discover
which clientis communicatingvith which sener. Of the threatsoutlinedin Section5.1,
InternetServiceProviders, SystemCraclers,andNationalIntelligencearethe onesmost

likely to be of concermatthis point.

Note that the above is really the figure of interest: the AIPs are handlingtraffic from
mary clients,andmary seners;how hardis it for an attacler to determinewhich client
is communicatingvith which sener? In this case the attacler simply needgo be ableto
monitor traffic passvely anywherebetweerthe clientandthe AIP it is using,in orderto

defeatthe systemcompletely

6.1.2 Protectingagainstreadingthe IP-in-IP packets

In orderto preventthe adwersaryfrom readingthe IP-in-IP pacletsin orderto discover
the correlationbetweenclient address Wormhole addressand sener addresswe use

encryption.

Note that, in general,sincethe senersarenot requiredto know aboutspecialprotocols
(seeabove), we cannotdeliver encrypteddatato themmostof thetime; the pacletsthat
arrive at the sener mustappearto be from anordinaryclient, andnot speaksomeother

protocol,or beadditionallyencrypted.
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Figure5: Protectingagainstreadingthe IP-in-IP paclets

Becausef this, we arelimited to encryptingthedatabetweertheclientandthe AIP. Now,

beforetheclientencapsulatetheoriginal IP pacletin apacletdestinedor the AIP, it first
encryptsit in a way thatonly the AIP candecrypt(eitherwith public-key or symmetric-
key cryptographymoreon this choicelater). Similarly, whenthe AIP recevesthereply

paclet, it encryptst for theclientbeforeencapsulating (seeFigure5).

Now the attacler canno longerreadthe contentsof the pacletsflowing betweernthe var
ious clientsandthe AIP, althoughhe canstill readthe headersf thosepaclets,andhe

canalsoreadthe completepacletsbetweerthe AIP andthe seners. Fromthe headerof
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the pacletsbetweenhe clientsandthe AIP, he candeterminewhich AIP a givenclientis
using,andalsothe setof clientscommunicatingvia ary given AIP. Fromthe pacletsbe-
tweenthe AIP andtheseners,hecandeterminevhich senersarebeingaccessethrough
the AIP, aswell asthe contentsof the corversationg. This informationis insufficient to

determinewhich clientis communicatingvith which sener.

But it turnsout thatthe adwersarycanstill do somefairly trivial traffic analysisjf he can
passvely monitorboththetraffic cominginto anAlP andthetraffic leaving it (for example,
by snoopingatthe AIP operatorsISP):theadwersarygetsto seeplaintext databetweerthe
AIP andthe sener, andalsothe correspondingiphertext databetweerthe clientandthe
AIP. It turnsoutit is very easyto determinghesizeof theciphertext, giventheplaintext; if
compressiotis not used the ciphertet sizeis usuallya constanbverheadpossiblyzero,
dependingon the algorithm) morethanthe plaintext size. Evenif compressions used,
the attacler usually hasreasonablenethodsto approximatethe size of the compressed
plaintext, (for example,by compressingt, if the compressioimmethodinvolvesno secret
parametersandthereforethe size of the ciphertext. So now the attacler caneasily pair
up plaintext pacletswith their correspondingiphertet paclets,andthenhe knows which

clientis communicatingvith which sener.

For example,if client A sendsa patternof small, medium,large, large, small pacletsto

the AIP, andthe AIP sendsthat samepatternof packetsto somesener S (anddifferent

2Thisimpliesthatthe contentsof the corversationsnustbestrippedof identifying data but that's already
necessaryf theseneris notto learntheidentity of theclient.
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Figure6: Which clientis communicatingvith which sener (correlationsof size)?

patternsto differentseners), it is fairly easyto pick out thatclient A is communicating

with sener S (seeFigure6).

6.1.3 Protecting againstpacket sizecorrelations

In orderto preventtheadwersaryfrom usingthedifferentpatternof paclet sizessentfrom
differentclientsto distinguishoneclient from anotheywe canrequirethatthe patternsof

paclet sizesfrom eachclientbethesame

The simplestway to do this is to use padet paddingto make eachpaclet transmitted
betweerthe clientandthe AIP the samesize. Thatis, the possiblycompresseglaintext

is paddedout to someconstantiength before encryption,so that all encryptedpaclets
arethe samesize,andthereis no relationshipbetweerthe sizesof the encryptedpaclets

andthe sizesof the plaintext paclets. Note thatthe adwersarystill seesthe true sizesof
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the (unpaddedplaintext paclets, sincethosepacletsare deliveredto the sener with no

protection.

Paddingall pacletsto the samesizeis someavhatinefficient, however; choosingconstant
sizesfor pacletsis well-known to be a contentiousssue[43]. We cansomeavhatalleviate
this problemby having multiple paclet sizes.Looking at HTTP traffic, for example,data
pacletsfrom clientsto senersmostly consistof relatvely smallHT TP requestsanddata
pacletsfrom senersto clients mostly consistof maximally sizedbulk datatransfer In

addition,datalesgandthereforevery small) TCP ACK pacletstravel in bothdirections.

With multiple paclet sizesavailablefor the encryptedpaclets, outgoingpaclkets canbe
paddednto the smallestsizein which they will fit; we canarrangefor example,to have
very smallpacletsthatwill accommodatenostlyempty TCP ACKs, medium-sizegack-

etsfor theHTTP requestsandlarge pacletsthatwill accommodateulk datatransfer

We then arrangea patternof transmittedpacletsin eachdirection consistentwith the
predictedusagepatternsWe will arrangefor example,for thetraffic from the AIP to the

clientto have alargerproportionof larger pacletsthanthetraffic in the otherdirection.

If we now arrangehatall clientssendthe samepatternsof sizesof pacletsto the AlP, the

adwersaryhasnowayto distinguishtheclientsbasednthesizesof theencryptedaclets.

Unfortunately this helpsvery little. Now, insteadof correlatingthe sizesof the incom-

ing and outgoingpaclets at the AIP, he correlatesheir times The attacler will seean
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Figure7: Which clientis communicatingvith which sener (correlationsof time)?

encryptedpaclet arrive at the AIP from a particularclient, and shortly thereaftera de-
cryptedpaclet will leave the AIP, headedor somesener. After nottoo muchdata,the

attacler shouldbe ableto correlatethe clientswith the seners(seeFigure?).

6.1.4 Protectingagainstpacket timing correlations

We avoid this problemby addinglink padding thatis, not only do we shapethe sizesof

the pacletsaccordingto somefixed pattern,we alsosharetheir times.

Again, the simplest,but not the only, acceptablgatternis to senda constaninumberof
eachsize of paclet perunit time. So, for example,in eachtime slice, we might send5
smallpaclets,4 mediumpaclets,and1l large packet from theclientto the AIP. Noteonce

againthatthedifferentdirectionsof communicatiormay suggestlifferentdistributions.
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If notenoughpacletsof agivensizeareavailablewhenit is requiredto sendthem,dummy
paclets consistingof randomdatawill be sentinsteadof properlyencryptedpaclets; at
the otherendof the connectionthey will fail to decryptto anything sensibleandwill be
discardedNotethat properlyencrypteddatais indistinguishabldrom randomdataby an
eavesdroppemvho doesnot know the encryptionkey, so said eavesdroppercannotlearn

which pacletsarerealandwhich arenot.

If pacletsof a given size arereadyto be transmittedat a higher rate than we want to

transmitthem,we cando oneof threethings:

e If the pacletsaresmall,andthereareunusedslotsfor larger paclets,we cansend

one(or more)smallpacletsin theframeof onelargeone.
e We couldqueuethe pacletsfor a shorttime, hopingthe burstsubsides.

e We couldsimply droptheexcesspaclets,andlet thehigherlever protocols,suchas

TCR, infer (correctly)thatthelink is congested.

As mentionedabove, a constantrate is not the only acceptabldink paddingpatternto
use. Any data-independerfunctionis possible;i.e. arny patternof transmittingpaclets
that doesnot dependon whenwe actually have datato send,andwhenwe do not. For
example,if your network connectionusesa sharedlink, you may decideto usea link

paddingfunction thattransmitsmore dataat night (whenthelink is usuallyidle) thanin
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themiddle of day. Traffic patterngfollow fairly predictablecycles[39], sothisis nottoo

difficult to do.

The key is that eachclient using a given AIP shouldbe using the samedistribution of
pacletsizesandtimes.In this way, the adversaryseesa numberof identical paclet distri-
butionsbetweemumerouslientsandthe AIP. The paclet patternsbetweernthe AIP and
the senersareall different(asthey are ordinary TCP/IPtraffic), but now the adwersary
hasno way to distinguishbetweenthe clientsbasedon their traffic patternsandsoit is

impossiblefor him to figure out which clientis communicatingvith which sener.

This methodologyeffectively solvesthe problemfor the caseof anadwersarywhois able
to passvely monitor the network (in particular the partsof the network nearary given
AIP). In particular referringto our taxonomyof threatsin Section5.1, InternetService
Providers, SystemCraclers, and National Intelligenceare the mostlikely to be sniffing
Internettraffic. But whatif theadwersaryis somavhatmorepowerful, andin factcontrols
theAlP itself (or its operator) Notethatthis cancomeabouteitherbecauséunbeknevnst
to theclients)theadwersaryis behindthe organizatioradministeringhe AlP, or becausa

systemcracler penetratedhe securityof the machinehostingthe AIP.

Givenomnipotentaccesgo theinnardsof the AIP, theattacler now candecryptthetraffic
betweerthe clientsandthe AIP, andso candeterminewhich pacletsaredummypaclets,
andcanonceagainreadthe contentsf the IP-in-IP paclets. Thiswill nullify the privacy

of all clientsusingthat AIP. This is a single point of failure for the system,andassuch
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mustbeaddressed.

6.1.5 Protectingagainstan untrustworthy AIP

In orderto remove the single point of failure, we utilize chaining: insteadof hiding his
identity behinda single AIP, a client canchoosea chainof AlPs; his pacletswill be sent
first to oneAlP, andthento a secondandsoon, until thelastAlIP sendghe pacletto the
sener. Thesener'sreplieswill goto thelastAlP, whichwill sendthemto theonebefore

it, andsoon, until thefirst AIP sendghemto theclient.

Themostobviousway to dothisis simply to concatenatenultiple instance®f thesystem
describedn section6.1.4,sothateachAlP in the chainjust actsasthe client for the next
AIP in the chain. Unfortunately that doesnot have the propertywe want. In a system
like that, the client encryptsthe paclet to the first AIP, and deliversit there. The first
AIP decryptsit, re-encryptst for the secondAlIP, anddeliversit there. The secondAIP

decryptst, re-encryptst for thethird AIP, andsoon.

In a systemlik e this one,eachAIP getsto seethe contentsof the paclet, andthat will

revealto it informationaboutthe destinatiorsener (whoselP addresss containedn said
paclets). In particular the first AIP knows who the client is, becauseéhey arein direct
communicationandif it canalsoreadthe contentsof the paclets,it candeterminewho

theseneris, andsotheclient’s privagy is broken,regardlesof the numberof AIPsin the
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chain.

We malke a slight modificationto the encryptionprocesso fix this problem.We canview
theabove systemashaving anumberof AIPsin achain,with asecurgstronglyencrypted
andauthenticate@ndpaclet-paddedndlink-padded)ink betweeneachpair of adjacent
AIPsin the chain(includingonebetweerthe client andthe first AIP). Note thatwe cant
put a securdink betweerthelastAlIP andthe sener, becausave areassumingve cant
modify arbitrarysenersontheInternet,andwe wantto beableto usethe systemwith ary
sener. IP pacletsarethensentalongthis chain;the problemis thatthey pop out of the

encryptionandpaddingprotectionateachhopin the chain.

Our slight modificationis to add, in additionto the securelink betweeneachadjacent
pair of AlPsin the chain(whichwe will call thelink encryption), asecurdink between
the client andeachnodein the chain(which we will call the telescopeencryption); this

securdink will betunneledoverthelink-encryptedhopswe hadbefore.

Now the procesf communicatinganorymouslyis asfollows:

e We assumehereexist AIPs deployed acrosshe Internet,andthattherearesecure
links betweerthem,forming some(not necessarilomplete)graph,calledthe AlIP

graph.

e A clientwill beactvatedsomevhereon the Internetandwill startup a securdink

to its nearesilP.
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e Theclientwill pick anexit AIP; thiswill bethelocationat which hewill appeaito
be whenhe communicatesvith seners. Sometimeghe physicaljurisdiction of the
exit AIP is importantto the client,andsometimest canjustberandom.Theclient
thenpicks a randompaththroughthe AIP graphfrom himself (or his nearesiAIP)

to theexit AlP.

e Theclientthen(usingpublic-key cryptography)establishesharedsecretdetween
himself and eachAlP in the chain. Thesesecretsare usedto build the telescope

encryption.

At this point, the IP Wormhole (betweenthe client andthe exit AIP) hasbeencreated.

Now, to sendIP pacletsthroughthe IP Wormhole:

e Theclientfirst prepareghe IP paclet by multiply encryptingit. The paclet (after
performingpaclet-paddingoy growing it to a constantize)is first encryptedwith
thesecresharedetweertheclientandthelast AIP in thechain(theexit AIP); then
with the secretsharedbetweerthe clientandthe next-to-lastAlP, andsoon, finally
with the secretsharedbetweerthe clientandthefirst AIP in thechain. It shouldbe
notedthatthis encryptioncanbearrangedothatmultiply encryptinga packetdoes

notincreasets sizeat eachstep.

e Theclientthendropsthe pacletinto the Wormhole. The paclet will travel through

the securdink to thefirst AIP (andin sodoing, will be encrypted sentasone of



78

the pacletsin a constant-ratestream,and decryptedby the first AIP), wherethe

outermostayerof encryptionon thelP pacletwill beremoved.

e Theresultwill thenbe droppedbackinto the Wormhole,to be deliveredto the
secondAlP in the chain,over the securdink betweerthefirst AIP andthe second
AIP (andagainwill beencryptedsentasoneof thepacletsin aconstant-ratstream,
anddecryptedoy thesecondAIP). ThesecondAlP will thenremovetheouterlayer

of encryptionon the paclet, anddropit backinto the Wormhole.

e Thisprocesss repeatedor eachAlP in thechain.

e ThelastAlP will receve the paclet, decryptit, and(now thatit is fully decrypted)

sendit to its intendeddestination.

Note especiallythatthe last AIP knows the sener, andthe next-to-lastAlP in the chain,
but doesnot knowwhotheclientis. (Note, however, it doesgetto seethe plaintext data,
soit is importantfor the client to remove identifying informationfrom the data portion
of the protocolbeforeinjecting the paclet into the Wormhole;seesection6.3.1,below.)
Corverselythefirst AIP knowswhotheclientis, andalsothesecondAlP in thechain,but
doesnot know who the sener is, or the contentsof the paclets. The AIPs in the middle
of the chainknow noneof the data,the client, andthe sener, but only know the AIPs on

eachsideof themin thechain.

This chainingmethodis particularly useful againstan incremental attack; thatis, an



79

attackwherethe adwersarycanpotentiallycompromiseAlPs, but for which the effort re-
quiredto do sois highly non-trivial, so that the attacler will tendto direct his attacks
againstonenodeat atime, andonly if it seemausefulto do so. An exampleof anincre-
mentalattackis the legal attack, in which the adwersaryuseslegal action (for example,
subpoenasr lawsuits)to compelthe operatorof an AIP to decryptcertainpaclets,or to
reveal encryptionkeys. Referringto the categyoriesof attaclerslistedin Section5.1, we
seethat Law EnforcementandLitigious Groupsarethe mostlikely to engagean alegal
attack.Anotherexampleof anincrementahttackis the extra-legal AIP compromise in
which the attacler coerceghe AIP operatoyor breaksinto the machinerunningthe AlP.
We feel that SystemCraclers,Nationallntelligence andOrganizedCrime arethe groups
mostlik ely to effect this style of attack.We notethathaving an AIP monoculturgthatis,
every AIP is runningthe samesoftware)makesthis kind of attackeasierfinding asingle

holecausesll AIPsto becomecompromisable.

In anincrementahttack theadwersarygenerallyobsenestheexit AIP whichis beingused
by the client,andwishesto learnwho theclientis. By attackingthe exit AIP, the attacler
canonly learnthe identity of the previous AIP in the chain. The attacler thenneedsto

compromisehis next-to-lastAlP in orderto find outthe onebeforeit, andsoon.

By usingmethodsof forward secreg, we canarrangethatoncethe client shutsdown his
IP Wormhole,even compromisingan AIP thatwasin the chainis no longerof ary use;

becausef this, the attacler only hasthe lifetime of the Wormholeto compromisesach
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AIP in thechainin turn. By choosingAlPsin multiple legaljurisdictionsaroundtheworld

(andin differenttime zones)this kind of attackcanoftenbe completelyprevented.

Ontheotherhand,anattaclermayattemptamassAIP compromise in whichheattempts
to controlalargeproportionof theavailableAlPs. If heis successfulthenary clientwhich
formsa routeusingonly AIPs he hascompromisedwill have his privagy destrgyed. The
classeof attaclerslikely to attempta massAIP compromisenclude SystemCraclers,
National Intelligence,and OrganizedCrime. A massAIP compromisecanbe defended
againstwith standardnethodsfor hostsecurity As in the incrementakttack,though,if

the AIPs form a monoculturethey maybe significantlyeasierto attack.

We cannow constructP Wormholeghatprotectagainsiarangeof strengthof attaclers,
from seneroperatorsto passve network sniffers,to (incremental)AIP compromisergsee
Table6.1). In Chapter8, we will examinethe effect of addingpowerful actve adwersaries

(who canmodify Internettraffic atwill) to thethreatmodel.

| Pawer of Attacker | ProtectionMethod |
Sener operator UseanAlP (6.1.1)
Encryption(6.1.2)
Passve Internetsniffer Packet padding(6.1.3)
Link padding(6.1.4)
IncrementaAIP compromise Chaining(6.1.5)
MassAIP compromise Hostsecurityfor AIPs (6.1.5)

Table6.1: IP Wormholeprotectionmethodsagainstvarying strengthsf attaclers
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6.2 The Network Information Database

The secondpieceof the AIPI is the Network Information DatabasgNIDB). This is an

Internet-accessibléatabas¢hatstoresthe currentstateof the AIP graph.

6.2.1 Providing the AIP graph information

Whena client setsup anlP Wormhole(asdescribedabove), it needdo know anumberof

thingsaboutthe AIP graph:

e Thelist of nodessothatit canpick:

(a) thenearesilP toitself, and

(b) anexit AIP, perhapsonewith specificpropertiegsuchasits physicaljurisdic-

tion)

e The pairsof nodeswith a securelink betweenthem, so thatit canchoosea path

throughthe AIP graphfrom thenearesAlIP to itself to the exit AIP it haschosen.

At leastthis muchinformation,then,needgo be storedin the NIDB andmadeavailable
to the client. We will assumédor the momentthat the AIP graphinformationis rarely

changing.
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As mentionedearlier the simplestway to implementthe NIDB is to have a centralized
databasé¢hatthe client canqueryfor the currentstateof the AIP graph.Notethatif your
threatmodelincludestheability for anadversaryto compromisenodesthenit is important
thattheclientretrieve the entire AIP graph,andnotjustaskaboutthe partsof the graphit
intendsto use;otherwisejf the nodefrom which the client obtainsthe NIDB information
is compromisedthe client leaksinformationaboutwhich AIPs it intendsto usein its IP
Wormbholes. Further evenif your threatmodelis not asabove (so you do not force the
clientto downloadthe entireAlP graph),but doesincludelnternetsniffers,theconnection
betweertheclientandthe NIDB needgo hide at leastthe contentsandlik ely thelength,

of thequeryandresponseby usingencryptionandpaclket padding.

6.2.2 Removing the single point of failur e

Unfortunately having a centralized\IDB sener providesfor a singlepoint of failure: if
the sener goesdown, clientswill be unableto learnthe topology of the AIP graph,and
thereforewill beunableto constructP Wormholes Worse,if thecentralizedNIDB sener
is compromisedit couldreportinaccuratedata;for example,if anattacker compromises
the NIDB sener anda handful of AIPs, he cancausethe NIDB to reportthat only his
compromisedAlPs arecurrentlyavailable;all clientswill thencreateWormholesthrough

only compromisedhlPs, andtheir anorymity will bedestryed.
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We attemptto distributethe NIDB in thefollowing manner:

e As wasassumedkarlier eachAlP possessea long-lived public-key signaturekey
pair. Theclientscanlearnthesekeys eitherthroughsomePKI mechanisni61] or
via aweb of trust[67]. Notethatthelist of public keys for AIPs changesvenless
oftenthanthe AIP graph;even an out-of-banddelivery mechanismis likely to be

acceptablén this case.

e EachAlP isresponsibldor reportingits own statusthatis, whetherit is up (implic-
itly; clearly, if the AIP is down, it will merelyreportnothing),andto which other
AlPs it hasactive securdinks. It producesa signedneighbourist, which includes
atimestampandthelist of public keys of its active neighboursall signedwith its

privatesignaturekey.

e Usingaflood-fill algorithmsimilarto NNTP[49], theAlPsexchangghemostrecent
signedneighbourlists they know about. In this manney all AIPs learnthe current

statusof the AIP graph.

e Clients canthen query a randomsubset(or a trustedsubset,if thereare AlIPs a
particularclient trustsmorethanothers)of the AlPs to learntheir views of the AIP
graph,andcombinethem(by taking the mostrecentsignedneighboutlist for each

AIP) to form its own view of thegraph.

In this way, eachAIP becomes sener for the NIDB, andthereis no centralizedooint of
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failure,or of attack.This methodof distributionwill beanalysedn moredetailin Chapter

8.

6.3 Application-Level Proxies

The third pieceof the AIPI is the supportfor application-l&el proxies. As seenearlieg
therearetwo kinds of application-leel proxiesin the system:client-sideproxies,which
protectthe identity of the client, and exit nodeproxies,which protectthe integrity and
security of the AIPI (and PIP Network). We will examinethesetwo kinds of proxies

separately

6.3.1 Client-side proxies

The IP Wormholeprovidesfor the hiding of someof the metadataof Internetcommuni-
cation; namely the identity of the client. It doesnot touchthe datain ary way. Some
applications however, insertinformation identifying the client into the applicationdata

itself. Someexamplesof applicationdatathatcouldidentify aclientare:

e “From” addressem emailor nevsgrouppostings

e HTTP cookies
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| Email Application|

[} From clark. kent @ai | ypl anet.com . .
| Client-sideproxy|
(2 From superman@ortress.ca...
IP Wormhole

Figure8: Usingaclient-sideapplication-leel proxy

¢ |IP addressem the FTP protocol

The purposeof the client-sideapplication-leel proxy is to remove all identifying infor-

mationfrom ary applicationdatathatis aboutto be sentoverthe IP Wormhole.

In addition,the proxy may also“sanitize” incomingdata;for example,it may strip Java-
scriptfrom web pagesyremove inlined referencego externalimagesfrom email, or scan
attachment$or viruses(all of thesearewaysthathave beenusedin the pastto determine

thelP addres®f ananorymousor pseudogmoususer).

Wheneer the client machineattemptsto make a network connectionto someservice
(POPmail,aWWW sener, outgoingSMTR etc.),the client software (which implements
the AIPI) shouldtransparentlyeroutethetraffic to theappropriateclient-sideapplication-
level proxy, which will sit betweerthe applicationandthe clientendof the IP Wormhole
(seeFigure8). The proxy canthensanitizethe outgoingandincomingdata,andprevent

theclient’'sidentity from leaving themachine.

Therearethreewaysto hookin a client-sideproxy:
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e Configureeachapplicationto passits datato the proxy insteadof to the network

stack.

e Configurethe soclet library (suchasl i bsocket . so on Solarisor Winsockon
Windows) to passdatastreamdo a proxy (determinedy the intendeddestination

addressandport) insteadof to the network stack.

e Configurethe network stackto redirectpacletsintendedfor certaindestinatiorad-
dressesand/orports, to a given proxy instead,in the mannerof the Transparent

Proxyfeatureof Linux.

Eachof thesemethodss acceptablewhich to usewill dependon the operatingerviron-

mentof theclient.

It is importantto note that client-sideproxiesare part of the client’s trustedcomputing
base andwould usuallyrun onthe samemachineastherestof the client software. If an
attacler compromiseghis machine he haspenetratedhe trust boundary and may gain
accesgo all of the secret=f the client andthe client-sideproxies,which would usually

includeinformationaboutwhatpseudogmsarein use.
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6.3.2 Exit nodeproxies

The purposeof the exit nodeapplication-le&el proxy is notto protecttheclient, but rather

to protectthe exit node,its operatoyandthe AIPI asawhole,from aluse.

Remembethat,dueto the designof the IP Wormhole,whena client usingthe AIPI con-
tactsan Internetsener, the IP addresseenby the sener is that of the exit node. Often,
undesirabldehaiourson the partof anorymousclientswill getblamedon the exit node
operator To mitigatethis risk, the exit nodeoperatorcansetpoliciesasto whatkinds of

traffic they will bewilling to sendto theInternetatlarge?

Notethatanexit nodeproxy is runningfor the benefitof the exit nodeoperator;t is to no
adwantageto the operatorto make the proxy malicious. In particular any attackthe exit
nodeproxy would be ableto perform, could equallywell be performedby the operator
of the Internetserviceto which the client is connecting,or to anyonewith promiscuous
accesdo the network betweenthe exit nodeandthat service. Sincewe believe thatwe
have protectedourselhesagainstattacksby the operatorof the Internetservicego which

we connectwe faceno furtherrisk from the exit nodeproxies.

Examplesof policiesmightinclude:

3Note thatthis risk doesnot ariseif oneis merely beingan intermediatenodein a chain, asthe only
systemswhich will seeyour IP addresawill be otherparticipantsin the AIPI. Further asanintermediate
node youonly getto seeencryptedaclets,sotheresnotmuchyou coulddoaboutenforcingusagepolicies,
anyway.
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e Anonymousor pseudogmousconnectionshallnotbeallowedto certainsites,such

aswhi t ehouse. gov.

e All pseudogmousoutgoingemail mustbe properlydigitally signedby the pseud-
onym in question. Theseemailscanbe countedin orderto enforcea limit on the
numberof messagea givennym cansendin a certaintime period,thuspreventing

the useof the systemfor spamming.

e Completelyanorymousconnectionsnaybeallowedto somesubsebdf sites;pseud-

onymousconnectionsarerequiredfor others.

e PseudoymouslRC accessnaybeallowed,butthe DCC SENDcommandwhichis
usedto transmitlarge files from onelRC userto another)maybe blocked,in order
to preventthe systemfrom becomingan automatedcopyrighted software or child

pornographysener.

e Only known protocols(SMTRE NNTPR, HTTP, FTR etc.) will be allowed through;
unknowvn IP pacletswill be dropped. This preventsanorymousclientsfrom per

forming variouskindsof IP haclery[17, 18] againstargetsites.

Note that someof theseexamplesassumehe addition of the pseudogmity layer, to be

describedelow.

Thesimplestway to interposeexit nodeproxiesis to have theexit nodesendthedecrypted

IP paclets not to the destinationindicatedin the paclet, but ratherto the proxy appro-
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priatefor the applicationto which the paclet belongs(demultiplexed by port number for
example).Theproxy (or the OS)will reconstructhedatastreamdetermindf theclient’s
useof the applicationis valid, accordingto the exit nodes policies,andif so,forwardthe

applicationdatato thetrue sener.

Thereplyfrom thesenerwill comebackto theexit nodeproxy, which couldevenmodify
it, if it likes,beforedepositingheresultinto the Wormholefor delivery backto theclient.
Onesituationwherethis couldbe potentiallyusefulis to dotransparentompressiomf all
dataflowing from the exit nodebackto the client alongthe IP Wormhole;the exit node
proxy will compresghe datathatit getsfrom the sener, andthe client-sideproxy will

uncomprest, andthenpassheuncompresseresultbackto theclientapplicationwhich

will have noideathatanything funny happenedtall.

6.4 Completing the PIP Network: Adding Pseudonymity

The IP Wormhole,the NIDB, andthe application-l&el proxiestogetherprovide an ef-
fective AnonymouslP Infrastructurg/AIPI). Our next taskis to build a PseudoypmousIP
(PIP)network, which,accordingo theprinciplesof theNymity Slider, shouldberelatively
easyto build ontop of the AIPI. As wasseerearliet theadditionof persistenpseudogms
to the network will allow for reputationcapitalto be accruedby the pseudogmoususers

of the systemmakingit possibleto have themparticipatemoresafelyandtrustworthily in
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commerciandcommunicatie transactionswithout revealingtheir identities.

6.4.1 Obtaining pseudonyms

Clientscanobtainpseudogmsin thefollowing manner:

e A clientwill choosea unique(human-readabf® pseudogm, aswell asgenerating

apublic-key signaturekey pair.

e The client makes an anorymousconnectionto a Certification Authority (CA) us-
ing the AIPI. The connectionis anorymousso that the CA cannotcorrelatethe

pseudogm requesteavith theidentity or IP addres®f theclient.

e Thepseudogm andthe public verifying key aresubmittedanorymouslyto the CA,
who ensureghatno oneelsehaspreviously choserthatsamepseudogm, andthen

generates certificatebindingthe verifying key to the pseudogm.

A clientcan,of course generatenorethanonepseudogm. It would behowe him to sub-
mit themto the CA atdifferenttimes,sinceotherwisethe CA will learnthatthatparticular

groupof pseudogmsareownedby the sameperson(althoughthe identity of thatperson

may remainunknown).

4*Humanreadable’meansstringslike “super man@ or t r ess. ca” asopposedo public key hashes
like“e93bdf b9b26319e6c44cd3c3b53ad7c4b4837b5b”.
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Therearea numberof variationson this design:

All-knowing CA: The CA mayrequiresomeproof of identity beforeissuinga certificate
for apseudogm. In this casejt is not necessarjor the clientto communicatevith
the CA over the AIPI, but the communicatiorshouldstill be encryptedor elsean
eavesdroppewill learnwhich pseudogm theclientis requestingNotethatthis has
a strongcentralpoint of failure: the CA canbind identitiesto pseudogms,andso

would make a “f attarget” for legal or extra-legal attack.

Commercial CA: The CA may chage monegy for assigninga pseudogm. If the CA is
not to know the identity of the client, somemannerof anorymouselectroniccash
[20, 12] is required(seeSection3.3.1). The electroniccashis simply submitted

alongwith the pseudogm andpublic key.

No CA: If human-readableamesarenot deemecdhecessarythe public key itself canact
asthepseudogm, in themannerf SDSI[65]. Clientssimply generate public key

pair, andthereis no certificateat all.

The downsideof having a CA is that, if the CA is shutdown, no new pseudogms can
becreatednthenetwork (althoughexisting pseudogmswill continueto work until their
certificatesexpire). This canbe somavhatmitigatedby having mary differentCAs. The
main benefitof having a CA is thatis allows for uniguehuman-readabl@seudogms,

which canbeimportantin ervironmentssuchasemail communicatiorwith peopleunfa-
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miliar with the AIPI or PIPnetwork. Also, having a CA allowsit to setpolicy for obtaining
apseudogm; for example,the CA couldrequirethatthe true identity of theclientbe es-
crowved or secret-sharedmongstereraltrusteesevenif the CA doesnotitself learnthe
identity. It is usefulto notethatthis policy choiceis independenof the restof the design
of the PIP Network — it is simply partof the addednymity tacked on whenchangingthe

anorymousAIPI into the pseudogmousPIP Network.

6.4.2 Using pseudonyms

In orderto usea pseudogm, we make a tiny additionto the IP Wormholesetupprotocol.
After aclient setsup anIP Wormholebetweerhimselfandsomeexit AIP (in the anory-
mousfashionasbefore) hethenhastheoptionof presentindnis pseudogm certificate(or
justpublickey, if thereis no certificate)anda freshmessagsignedwith the pseudogm’s
privatesignaturekey to the exit AIP (over the IP Wormholejust constructed)If he does
this, the exit AIP cannow associatall pacletsleaving andarriving at thatIP Wormhole

with the presenteghseudogm.

As notedin Section6.3.2,theexit AIP maychoosé&o requirethe presentatiomof a pseud-
onym in orderto usecertainprotocols,or to accessertainpartsof the Internet. The exit
AIP mayalsochoosdo honoursomeCAs, but notothers,or to participaten acooperatie

blacklistprogramwith othernodeswhich will enablehim to block a certainpseudogm
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if it hasbeendeterminedhatthatpseudogm hasbeenakusive of the network.

Notethatevenif theexit AIP learnsthepseudogm of theclient, it neverlearnstheclient’s
realidentity. If the CA doesnotrequiretheclientto divulge his identity in orderto obtain
apseudogm, thenno oneotherthanthe client himselfwill know which pseudogmsare

associatedvith which client.

Hereis themainportionof the design:

e Clientschoosea uniquepseudogm (a “nickname”),aswell asgeneratinga public-

key signaturekey pair.

e The pseudogm andthe public verifying key are submittedto a Certification Au-
thority, who generates certificate,binding the verifying key to the pseudogm,

afterensuringthatno oneelsehaspreviously choserthatsamepseudogm.

e We make a small modificationto our lastIP Wormholedesign,above, sothatarny
AIP actingasanexit nodewill only accepta client-to-AlP securdink if the setup
messagefor thatlink aresignedby avalid pseudogm’ssignaturekey, asevidenced

by the pseudogm’s certificate.

Now theonly differencenasbecomehattheexit AIP, in additionto knowing thesenerto
whichtheclientis communicatingalsoknows theclient’s pseudogm (or, morecorrectly

oneof the client’s pseudogms). Note that the exit AIP still doesnot know the client’s
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identity. In fact,if the CertificationAuthority doesnot requireary sort of identification
in orderto producea pseudogm’s certificate,no onein the system(exceptfor the client

himself)will know which clientis associateavith which pseudogm.®

Oncethe exit AIP learnsthe pseudogm using a given IP Wormhole, it can make that
information available to Internetsenersin general,using a higherlevel protocol such
asident[70]. Many Internetsenersusethe ident protocoltodayin orderto determine
the usernamef the client connectingo it; suchsenerswould just endup obtainingthe
pseudogm of ary clientusingthe PIP network to connectto the sener pseudogmously
This s perfect,sincewe requirethe endsenersnot be modified. Unfortunately the ident
protocolrunsover insecure unencryptedl CP/IP (and so the resultscould potentiallybe
modified by an attacler in transit). To obtain higherassurancea more secureversion

couldbedeployed, but thensenerswould needto be modifiedto useit.

5If the client is not careful,however, the CA may learnthat somegiven pseudogmsareownedby the
sameperson(without knowing who that personis). This canhappenfor example,if the client submits
severalpseudogmsto the CA in rapidsuccession.
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Chapter 7

Privacy Protectionfor Servers

ThePIP Network asdescribedorovidesprivagy protectionfor clientsof Internetservices,
sothatthe senersto which they connectdo not learninformationabouttheir identities.
As promisedn Chapter2, we will now demonstratéow, with little modification,we can

provide for identity protectionfor the providers of the servicesaswell.

Thekey hereis the existenceof oneor morerendezwus servers. Thesesenerscan,but
neednot, bepartof the PIP Network; they canbe operatedy anybody, though,aswe will
seebelaw, it is likely they will be of a transientnature,asvolunteersbring themup and

down (muchlik e the currentanorymousremailernetwork).

Thegoalof arendezwusseneris to actasaproxyin orderto turn client-protectegbrivacy

into sener-protectedorivacy. Thegenerasktratey (we will gointo moredetailsbelow) is
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asfollows. Here,Alice wishesto provide aninternetservicewithoutrevealingheridentity

or location.We assumehe existenceof the PIP Network, asdescribed.

10.

. Oneor morerendezwussenerscomeonlineandannouncehemseles.

. Alice locatesoneof therendezousseners.

. Alice (overthePIPNetwork) makesaconnectiorto therendezwoussener, andgives

it aservicetag(anamefor theservice).

. TherendezwussenerassigndAlice anlP addresgonethatgetsroutednormallyto

therendezwussener) andport.

. Therendezwussener publicizesthe (servicetag,addressport) triple.

. Bob wishesto useAlice’s service,andlooks up Alice’s addressandport usingthe

servicetag.

. Whenpacletsfrom Bob arrive for Alice’s port, they areencapsulatedsdata(head-

ersandall), andsentto Alice over the PIP Network connectiorshehasestablished.

. Alice recevesthe pacletsandpasseshemto herservice.

. Responseaclets are encapsulate@s data, and depositedinto the PIP Network

connectionfor deliveryto therendezwoussener.

Therendezwussener recevestheresponsgaclets,decapsulatetiem,andsends

theresponséo Bob.
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7.1 The Difficulty of Naming

Beforewe delve into the detailsof the basicmechanismye will first obsere whatis the
inherentdifficulty in providing a servicewithout revealingonesidentity or location. The
fundamentaproblemis thatyouwishto adwertisesomeway for clientsto contactyou, but

thatcontactinformationshouldnot be ableto be usedto identify you.

At first glance,it seemssufficient to simply usethe addresf somethird party who is
willing to offer theuseof his addres®penly But it is evenharderthanthat: it is possible
the servicebeingprovidedis politically incorrect,or evenillegal, in somejurisdictions.
Simply usingathird-partyhostingservicesuchasGeocitiess inadequatesincethe host-
ing servicewill comeunderpressureo terminatetheservice andthey havelittle incentve

notto comply.

The problemis one of naming: the Internethasa numberof differentglobal-hierarchy
uniquenamingschemessuchasDNS andIP addressesndin orderto senda pacletto a
serviceonthelnternet,oneneedgo know theIP addresgor thatservice.If thisaddresss

fixed,theownerof theaddressnay be compelledto remove the service.

Sowe ende&our to make the contactaddressernon-fixed. The problemnow is how does
a servicetell its potentialclientswhatits addresss? The usualanswelis simply to usea
well-known centralnameserer, but again this sener canthencomeunderpressureo not

serne namesassociatedvith “unpopular”services.
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We now go onestepfurther, anddecentralizeeventhe nameservice.In orderfor Bob to
learnthe address-of-the-dafpr Alice, he queriesary oneof a distributedsetof database
nodeswhich areoperatedy mary differentpeopleandorganizationsandsoareunlikely

to all be pressuredo shutdown (or to remove Alice’s entry)all atonce.

Butnow how doesBobfind thenodeof thisdistributeddatabase¥o answethisquestion,
we simply cheat. We usethe factthat suchdecentralizedlatabasesxist, andthat other
peopleareworrying aboutthoseproblems.We feel free to usesystemssuchas Gnutella
[54], FreeNe{22], or FreeHaen[31] asour nameserer. For concretenesiselow, we will

supposeave areusingGnutella.

7.2 Detalls of the BasicMechanism

In this section,we will give a detaileddescriptionof the basicmechanisnfor usingren-
dezwusseners. We will alsogive a runningexample. Note thatthe IP addressesised

hereinarecompletelyfictitious.

One or morerendezwus servers comeonline and announcethemsel\es:
Whenarendezwoussener comesonline, it announcegself by makingavailableto
Gnutellaa file namedRendezvous, initially containingonly the IP addressand

portit is listeningon for serviceconnectionsin this example,supposat listenson
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theaddres4.15. 1. 2. 3: 9114.

Notealsothatif the distributeddatabaseén questionsupportsqueriesby patternor
substringmatching,it could more easilyjust publishan emptyfile with the name

Rendezvous-115.1. 2. 3: 9114.

Alice locatesone of the rendezwusservers:
Alice queriesGnutella(over the PIP Network) for files named(or startingwith)
Rendezvous, andretrievesoneor moreof themat random. Alice readsthe file
(or filename)to determinghe P addressandport of therendezwousservice(in this

casell15. 1. 2. 3: 9114).

Alice makesa connectionto the rendezwusserver, and givesit a sewicetag:
Alice simply usesthe PIP Network in the straightforvard way to make a TCP con-
nectiort from herselfto the rendezwous service. Note that the rendezwus sener

itself might not be partof the PIP Network, so:

(a) Therendezwoussenerlearnsthe P addres®f theexit AIP Alice is using.
(b) Datapassewn theclearbetweertheexit AIP andtherendezoussener.
We notethatthis is acceptablesincethe goal hereis to provide privagy of identity

and location, not the contentsof the communication(which will likely be in the

clear anyway, betweenthe client andthe rendezwoussener). We notefurther that

LFor simplicity, we will assumea TCP connectionbut UDP would alsowork here,and would avoid
issuesvith TCP-in-TCPmultiple retransmit.
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therendezwussener is not givenary sensitve information;it neednot be trusted
to keepsecretsnor cana legal or extra-legal attackon it resultin any knowledge

usefulto anattacler.

The rendezwus sener will seea TCP connectionfrom the TCP/IP address/port

43. 4. 5. 6: 4386 whichwasassignedy thelP Wormholeusedby Alice.

Alice alsoprovidesa sewice tag, which is simply a unique nameidentifying the
service. It neednot be human-readabl@houghit shouldbe printable),so that, for
example,a hashof a public key (which canalsobe usedto signthis very message)

canbeused.We will supposeheservicetagin this cases Bi gBux.

At this point, therendezwoussener mayalsorequiresomeform of perservicepay-
ment,in theform of anorymouselectroniccash(for example theschemesf Brands
[12] or Chaum[20]). In thisway, rendezwusseneroperatorcouldberecompensed
for the exposurethey undego. Note, however, thatit is possiblethatin somejuris-
dictions,acceptingpaymenimayputtherendezwousseneroperatoron shakieregal

ground,if heis claimingthatheis content-agnostic.

The rendezwusserver assignsAlice an IP addressand port:
Therendezwoussenerwill assignAlice theaddresd.15. 1. 2. 4: 7352. Notethat
the IP addressassignedo Alice may be differentfrom the oneusedby the sener

itself; thisis fine, solong aspacletsfor bothaddressegetdeliveredto thatmachine.

The rendezous sener keepsan internal table correlatingthe servicetag, the IP
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addressandportonwhichit is listeningfor pacletsfrom clients,andtheIP address
and port from which it receved the connectionto the rendezous service. In this
example therendezwoussener’stablewill includetheline:

Bi gBux <« 115.1.2.4:7352 < 43.4.5.6:4386

We note that the contentsof this table are not sensitve, and are not usefulto an
attacler trying to locate Alice (all it containsis the IP addressof the exit node
of Alice’s IP Wormhole,which is assumedo be secure). The rendezwous sener
couldevenchooseo publishthistable,eitheron awebpage,or aspartof its Ren-

dezvous file. Choosingto publishin this way canbe usedto avoid beinghassled

by subpoenawvishingto extractthedata.

The rendezwusserver publicizesthe (sewvice tag, address port) triple:
Therendezwoussener publishesafile on GnutellacalledRendSvc- t ag contain-
ing the addressandport it assignedo the service. As above, the addressand port

canalsobeputin thefilename.

Bob looks up Alice’s addressand port usingthe servicetag:
First, Bob needso hearaboutthe BigBux servicesomehav. He cando this either
throughbrowsing Gnutellafor files startingwith RendSvc- , or throughUsenetpor
(themostpopularway nowadaysxhroughspamemail. The message&vould contain

the (long-lived)servicetag Bi gBux.

Having learnedof the existenceof the service,Bob findsthe RendSvc- Bi gBux
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file in Gnutellato locatethe addressand port of the rendezwus listenerassigned
to BigBux, anddirectshis web browserthere. (In this case the addresavould be

115.1. 2. 4: 7352.)

Theremay be a problemif peopleattemptto thwart the systemby insertingmary
fake RendSvc- Bi gBux files. This canpotentiallybe solvedby having Alice sign
the contentsof thefiles with akey publicizedin the spam(again,eventhesignature
canbeputin thefilename with shortsignatureschemes)This of courseaddsonus

on Bob to checkthe signaturesbut thatcould concevably be automated.

Packetsfrom Bob arri ve for Alice’s port:
Bob’s web browserwill startby sendinga SYN paclet from someTCP port at his
addresssay24. 4. 6. 8: 1027 to therendezwuslistenerfor BigBux, listeningat
115. 1. 2. 4: 7352. ThatSYN pacletwill arrive attherendezwussener, which
will simply snatchthe entire paclet off the network (unprocessedtby its hostOS;
we wantthe SYN to setup a TCP connectiorbetweerBob andAlice, not between
Bob andtherendezwoussener), andsendit over its openTCP connectiorto the IP

wormholeat43. 4. 5. 6: 4386.

To be clear this last paclet will be a TCP/IP paclet from 115. 1. 2. 3: 9114 to
43. 4. 5. 6: 4386, which, asits datapayload,will containa TCP/IP paclet from
24.4.6.8:1027 to115. 1. 2. 4: 7352. Rightnow, this innerpacletwill bea

SYN paclet, but lateron, it may containapplicationdata.
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Therendezwussener couldalsochage Alice a bandwidth-relatedee at this step,

in orderto offsetits extra network costs.

Alice recevesthe packetsand passegshem to her sewvice:
Theprogramon Alice’s machinethatestablishedhe TCP/IPconnectioroverthe P
Wormbholeto therendezwusservice(whichwe will call the“rendezwousprogram”)
now recevestheinnerpacletfrom 24. 4. 6. 8: 1027 to 115. 1. 2. 4: 7352. It
thenarrangeso have the pacletprocessetly thehostOSanddeliveredto theappli-
cationsener sheis running;how thisis donewill be OS-dependen{On Linux, for
example,this could be donevia ipchains[66]; notethatsomelP addressewriting

in themannerof IP Masqueradingnay be necessaryaswell.)

In our casethe SYN paclet would be processedby the OS, which would createa
SYNACK paclet in response.Futureresponsegacletswould containapplication

data.

Responsepacketsare returned to the rendezwousselver:
Using similar OS-dependentnechanismsthe responseaclet is deliveredto Al-
ice’s rendezwous program,which ensureghatit is a TCP paclet from the address
115.1.2.4: 7352 t024. 4. 6. 8: 1027, andsendst over the TCP connection

overthe PIP Network to therendezwussener.

The rendezwusserver decapsulateghe responseackets,and sendsthem to Bob:

Therendezwoussener will receve the responsegaclet asdataover the TCP con-
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nectionfrom the IP Wormhole,andsimply dropit on the Internet,whereit will be

routedto Boh.

Notethatin all this, we have not even given an examplelP addresdor Alice herself,so
clearlynoneof the participantscould have learnedit. Also, theonly customsoftwarewas
at Alice’s machineandat the rendezwussener. Bob only needsa Gnutellaclient, anda

web browser

7.3 CleaningUp

Whenthe TCPconnectiorbetweerAlice andtherendezwussenerclosestherendezwous
sener cancleanall stateassociatedavith it, includingthe port beinglistenedto for clients,
the table entry, andthe publicizedRendSvc- Bi gBux file. Therendezwussener can
alsouse“keepalve” paclets(possiblyalsocontainingpaymentspetweentself andAlice
to ensurethat Alice’s machineis continuouslyup andwilling to acceptconnectionsjf
Alice’s machinediessuddenlyit canthentime outtheconnectiorandcleanup. Notethat
it mustnot cleanup simply out of inactwity; Alice is runninga sener, andmay receve

clientconnection®nly rarely, but needgo be contactablevheneerthey arrive.
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7.4 Adding Robustness

As notedabove, any machinethatis seento be a contactpoint for anundesirableservice
will tendto comeunderattack, even thoughin this case,the rendezwous seners have
no ideawhatkind of pacletsthey areshufling backandforth. We thereforeassumehat
Alice shouldtreattherendezwussenersastransientasthey maycutheroff (or disappear

entirely)atary time.

Thesimplestthing for Alice to dois simply to usemultiple rendezwoussenerssimultane-
ously Clientsconnectingo ary of thesenerswill have their pacletsroutedto Alice. If a
rendezwussener shutsdown, clientsusingit will bedisconnectedandwill have to look
up anotherendezoussener for Alice, andreconnecto a new IP addresgthuspossibly

destrging ary sessiorstatetheclienthad).

If rendezwussenersappearanddisappeaslowly, thisis likely acceptable However, if
this happengyuickly, it is not so good. For example,it may comeaboutthat a popular
Gnutellaclient canalsoactasa rendezoussener. Then,onewould expectrendezous
senersto be appearinganddisappearingll thetime. How canwe dealwith a situation

likethis?

We make someminor changego the basicmechanism:

e Alice shouldcheckregularly for active rendezwous seners(by queryingthe data-
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base),andshouldmaintainactive connectiongo several of themat arny time. This
numberwill of coursedependon the rate at which the seners are appearingand
disappearingandshouldbe chosersothatAlice canexpectto remainconnectedo

atleastoneor two of the senersbeforethe next time shechecksfor new ones.

e Therendezwussener listenson oneadditionalport, for connectiongrom clients
Datasentto this port by clientswill be of the form (servicetag, IP paclet). The
rendezwoussenerwill thensimplyforwardthelP pacletoverthesenerconnection

associatedavith the servicetag.

e While Bob is usingAlice’s service,he shouldregularly querythe databaseo up-
datehis list of rendezwouslistenersfor the service. He alsousesspecialsoftware
(notethatBob now needsspecialsoftwareaswell, unfortunately}o interceptthe IP
pacletsdestinedor Alice’s service,andsendtheminsteadto the client port of any

rendezwussener listeningfor Alice.

With this mechanismBob canmaintaina constanfTCP connectionwith Alice, evenif the

rendezwussenerswith which Alice is registereckeepappearinganddisappearing.
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7.5 Bi-dir ectional Privacy Protection

Now thatwe have aneffective meando provide privacy protectionfor seners,whatif we
wantbi-directionalprivacy protectionsothatneitherpartyrevealshisidentity, IP address,

or location?

This is clearly simple: just proceedas above, but have Bob connectto the rendezous
sener via the PIP Network himself. Now the role of the rendezwussener is simply to

shufle pacletsbetweenthe exit pointsof two IP wormholes. The datain thesepaclets,
again,is in the clear but this end-to-endoroblemcaneasilybe solvedwith anend-to-end

cryptographicsolutionsuchasSSL.
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Part 11l

Analysis

“In theory there’s no differencebetweertheoryand
practice In practice thereis’
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Chapter 8

Analysis

In thischapterwe shallpresentinanalysisof the PseudopmouslP Network asdescribed,
andalsosomeshortcomingshatcameto light while observingheconstructegystem.We
will presenfiixesfor a numberof theseproblems but we will noteup front thatsomeof
themarefundamentalandfixing themwould be at oddswith oneor more of the design
goalsof thesystem.Thisis obviously adisappointingsituation,but we will dothebestwe

canto amelioratethe conflict.
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8.1 Clientissues

In this section,we will discussissuesprimarily relatedto the client side of the PIP Net-
work. We notethatthis is necessarilyan approximategaxonomy asnot all issuescanbe

cleanlydividedasto whetherthey pertainto the client, the network, or the AIPs.

8.1.1 Implementation Surprises

The client softwareis responsibldor ensuringthatinformationaboutthe links between
userandnymsis not leaked. This turnsout to be surprisinglydifficult. As anexample,
NetscapeNavigator keepstrack of the users browsing history, collectedacrossall nyms
(Navigator, beingan opaqueunmodifiablebinary, cannotbe fixedto know aboutdifferent
nyms). It is badenoughthatinteractionsn the browsercachemayleakinformationabout
what pageshave beenvisited by someotherof the users nyms, but Netscapes “What’s

Related"featureactively sendartof thathistory over the network.

Many problemsof this type canbesolvedby a morehighly-enforcedseparatioboundary

betweerdataassociatedavith differentnyms;seeSection8.1.3for moreonthis.

Otherissuesaretrickier; for example,if the PIP Network suddenlybecameunavailable
for somereasonjt wassometimeghe casethatthe TCP retransmitwould go out in the

clearoverthelnternet.Any pacletleaksof this type could possiblycompromisehenym.
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IP pacletfragmentatiormandreassemblyasalsoanissue whathappens oneof theinter-
AIP links hasanabnormallysmallMTU? ShouldPathMTU discovery be honoured?If
you're not careful,thenwatchingfor fragmentecdr very small pacletsemeging from an

IP Wormholecangive you a clueasto which nymsareusingthe low-MTU link.

Justas Cheswickand Bellovin’s Corollary 1.1 states,”A security-rel@ant programhas
securitybugs, [21] it is alsothe casethat a privac/-enhancingechnologyhas privacy
bugs. But in a caselike this, we may have the unfortunateproblemthatany bug which
associatea nym with ausercauseshatassociationo exist forever; fixing the bug cannot
removetheassociationThisimpliesourimplementatiomeeddo be carefullyauditedand

testedbeforeseeingwidespreadise.

8.1.2 Trusted Computing Base

Anyone wishing to usethis PIP Network clearly needsto have a local machineunder
his control that caninterceptandencryptpacletsboundfor the Internet,establishroutes

throughthe PIP Network, andsendthe multiply-encryptedoacletsover the network.

This machinenecessarilknows bothinformationaboutthe users pseudogms,aswell as
his real IP addressandlik ely otherpersonainformationabouthim. For this reasonthis
machineneeddo be partof theuserstrustedcomputingbasg30], asit is desiredthatthe

userhimselfbetheonly onewith the ability to revealwhich pseudogmshe controls.
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Certainly if this machinewerecompromisedy an attacler, the users privacy would be
compromisedall of his online actions,whetherperformedunderhis own nameor thatof

apseudogm, would berevealed.

For this reason,it is necessaryhat this machinebe madeas secureas possibleagainst
externalintrusion. Dependingon the operatingsystemjt maybe desirableio have access
to themachingbothoverthenetwork andphysically)restrictedo thesingleuser Another

userhaving superuseor administratoaccesso thatmachinadefinitelygivesthesuperuser

theability to compromisehe privacy of thenymsstoredoniit.

If this machineis the users general-purposavorkstation(as opposedo a gatevay or a
firewall machine for example),extra caremustbe taken to prevent the infection of the
machineby malaresuchasviruses trojanhorsespr remote-controhpplicationssuchas

BackOrifice [26].

8.1.3 Entanglement

We borrow the term entanglementfrom quantummechanicgo indicate the (undesir
able) behaiour of information leakagebetweena users real identity and one of his

pseudogms,or betweertwo of his pseudogms.

For example two nymscanbecomezntangledf oneof themrecevesapassvordto aweb
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site, but a differentone usesit. Similarly, if the user(ashimself) revealsinformationhe
learnedasoneof his nyms,thatcould entanglehis realidentity with his nym. Stylometry
[63] is a specialcaseof this problem;here,the users writing styleleaksacrosgo that of

his nyms.

Socially, thisis a difficult problem;the userneedsto keeptrack of whatinformationhe

learnedaswhatnym, andhave the othernymspleadignoranceo it.

Technicallyit is alsodifficult. If thesamesystenstoresnformationlearnedrom multiple
nyms, it may accidentallyieak (or be coercednto leaking)this informationacrossnyms.
In particular if the systemcontainsapplicationssuchasa web browseror mail readey

thatarenot awareof theunderlyingPIP Network, thendetailssuchas:

e which pagesorimagesexistin thebrowsercachealongwith theirlastupdatetimes

¢ inlinedimagesecevedin emailby onenym, but viewedwhenthe useris operating

underanothemym

e applicationhistory, versionnumbersandcapabilities

canall beusedto link togetherinformationreceved by differentnyms.

Preferably the usershouldseparate¢he information he recevesundereachof his nyms.

Suggestingompletelyseparatenachiness someavhatextreme,althoughseparateirtual
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madines suchasVMWare[76] or Plex86 [53], may be appropriateanduseful;the user
would openthe virtual machinecorrespondingo his desiredcurrentnym, and usethe
toolswithin it. Moving informationbetweerthe virtual machinesds thendifficult, which

is afeature sinceit makesaccidentakentanglementorrespondinglyifficult.

8.1.4 Useof the Network

It shouldbe notedthatwhena userconnectgo the PIP Network, his actionsonlineremain
private,but thefactthatheis usingthe PIPNetwork canbeknown, for example,to anyone

noticingthe encryptedpacletstravelling betweerhis machineandoneof the AIPs.

This opensa potential attack whereinthe attacler obseresthat a certainnym is only
active rarely sayfor a few minutesa month,andthata certainuseronly connectgo the
PIP Network for that samefew minutesa month. In orderto pull off this attack,the
attacler would needto be watchingmary AlPs to seewhencertainnymsarein use,and

whenvariousclientsconnecto them.

We note that this seemsto be contradictoryto the earlier claims of security againsta
passve attacler. However, there,we wentthroughtroubleto make eachclient’s network
behaiour identical(by usingpacket paddingandlink paddingfor example),in orderthat

anattacler beunableto distinguishdifferentclients.
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Now, we seethat, if usersconnectto anddisconnectrom the PIP Network, we cannot
reasonablymake their traffic patternghe same(especiallyif they areoffline someof that
time). This variancein whenclientsare online and connectedo the PIP Network may

allow the attaclerto distinguishthem.

This is a difficult problemto addresswe cannotreasonablyequire(in mostcases}hat
clientsremainconnectedo the PIP Network at all times, thoughthat would eliminate
the passve attacler problem. It may be possibleto proposesomesortof “mobile agent”
solution, in which an agent,operatingon a connectedoart of the network, can usean
otherwiserarely usedpseudogm, even when the owner is disconnectedrom the PIP
Network. This mayfoil someof the correlationsof userconnectiime to nym usetime, at

the costof the usualtrustandsecurityissuesor mobileagents.

8.2 Network issues

8.2.1 Latency Variations

Earlier, we shavedthatif all clientssendthe samepatternsof traffic, bothin pacletsizes,
andin inter-paclettimings,thenanobsenerof thenetwork shouldbeunableto distinguish

clientsbasedn their (identical)paclet behaiours.
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However, observingthe network in action,we foundthatthis is not quite accurateunder
slightly moregeneralassumptionsWe allow the attacler to obsere the pacletsbetween
theexit AIP andthe Internetservicewith which the clientis communicatingandwe also

allow the attaclerto measureghe latencyof ary link in the PIP Network.

Now the attackproceedsasfollows: the attacler obsenes somepseudogm requesting
somedatafrom anInternetsener (aweb sener, for example).It mayso happenthatthis

responseontaindatawhichwill causeheclientsoftwareto automaticallyperformsome
subsequentequesifor example,fetchinganinlined image,or evenjust thetransmission
of the TCPACK for thereceveddata). Theattaclerwill thenobserethatsecondequest,

aftersomeelapsedime.

The attacler canthencorrelatethe time betweenthe initial responseandthe subsequent
requeswith theround-triplateny betweerhis own location,andthe client (over the PIP
Network, of course).By beingableto measurdatenciesof inter-AlP links, andlatencies
of the links betweenclients and their entry AIPs (the first AIP in the chainthey have
selected)the attacler may be ableto determinethe chainused,andthe location of the
client. As a practicalexample,Cliff Stoll usedsimilar round-triplateny measurement®
identify the physicallocationof a network intruderin the celebratedCuckoo’s Egg” case

[71].

This attackis a “side-channel’attack,andis quite similar to other suchattacks,such

asreactionattacks[41], timing attacks[51], and power attacks[50]. As in all of these
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attacks,eventhoughwe have madethe variousdataunderobsenation indistinguishable

to theattacler, the couplingto the externalworld leaksinformationhe canuse.

One way to thwart this attackis to ensureall links in the PIP Network have the same
lateng. AIPswould collectall the pacletsthatarrive in a certaintime interval, then, at
the endof the interval, sendthemall out (in a randomizedorder). This interval would
be constantfor all AIPs, andwould have to be larger thanthe largestinter-AlP network
lateng. This approactclearly hassevere performancamplications,but may needto be

implementedf this attackis partof your threatmodel.

8.2.2 Active Attacks

If theadwersaryis ableto performactive attacksonthenetwork, suchasdelaying,deleting,
inserting,or modifying paclkets en routeto their destinationshe cangain quite a bit of

leverage.

As before,we wish the attackto be unableto distinguishclientsbasedon their network

behaiours,sowe try to make thembehae identically.

However, if the adwersaryhasthe power to attackthe network actively, he canselectvely
deletepacletsfrom certainclients,andseewhich pseudogms continueto function,and

which abruptlystop.
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The mostextremeform of this is the “half-the-Internet’attack,wherean extremelypow-
erful attacler selectvely shutsdown half the Internet,and seeswhich nyms continueto
operate.By repeatingthis processwith differentpartitionsof the Internet,he canlikely
learnall client-to-rym correlations. We are not claiming even that an adwersaryof this
power exists; however, it shavs thattherearelimits to thelevel of active attackarny such

network canwithstand.

Interestingly Pipenet{27] doesoffer a potentialsolutionto the above problem,albeit at
a very high cost: if a Pipenetnodeever fails to receve a paclet it was expecting (for
example,dueto pacletloss),it assume# is underattack,andstopstransmittingpaclets
entirely. This of coursecausesll its neighbourgo stoptransmitting,and very quickly
the entirenetwork is stopped.ThusPipenethasthe propertythatit is eitherperforming
perfectly in the sensethat paclet sizesand times are perfectly distributed (and so no
informationfrom themcanbe extractedby an attacler), or elseit is not performingat all

(in which caseagain,no informationcanbe extractedby anattacler).

This extremeresistancdo information leakagewill unfortunatelyhave the tendeng to
keepthe network down all the time; simple paclet jitter will shutdown Pipenet.evenif
thereis no maliciousattacler to do it. Although we tend not to worry too much about
simple denial of serviceattacks,this is too extreme,asit is too easyto shutdown the

network completely

Anotherform of active attackis for anattaclerrapidlyto createroutesthroughthe PIPNet-
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work, consumingbandwidthand cryptographicprocessingpower at the AIPs. Although

thisis somavhatof asimpleDenial of Service we caneasilydealwith it.

As aclient builds a chainof AlIPs throughwhich to transmithis paclets,eachAlP in the

chainwill askhim for atokenof somesort. This tokencanbein oneof two forms:

Electronic cash: Thetoken could be actualelectroniccash,of ananorymousform such
as[20] or [12]. In this way, the attacler needgo spendsignificantmoney in order

to overloadthe network.

Client puzzles: Thetokencouldbetheanswetto apuzzleposedoy the AlP; for example,
in the mannerof Hashcash7]. Thesepuzzleshave the propertythat a significant
amountof CPU time needsto be spenton solving them, so an attacler could not
consumehe majority of the resource®f the network. RSA hasproposeda similar

schemeo combatdenialof servicein regular TCP connectiongo webseners[47].

8.3 AIP issues

8.3.1 Colluding AlPs

Caremustbe takenwhenselectinga chainof AlPs to usethatyou do not selecta setof

AlPs thatareall working togethey andsharingtheir informationin orderto compromise
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thesystem.

Notethatthisis notsayingthattheremustbe oneAlP in thechainthatyoutrust;youneed
not in facttrustthatany AIP in the chainis not actingmaliciously; you needonly trust
thatnot all the AlPs in your chainarecolluding For example,you may suspecthatone
particularAlP is run by the US GovernmentandthatoneparticularotherAIP is run by
the Libyan Government. Although you may trust neitherof theseorganizationgo keep
your privagy safe,you might trustthat at leastthey won't work togetherin orderto out

you.

8.3.2 First-and-Last Attacks

Thereare a classof attackson the PIP Network called “First-and-Last”attacks. These
attacksusethefactthatthefirst AIP in your chainknowsyourreal IP addressandthelast

AIP in your chainknows your pseudogm. The goalfor the attacleris then:

e Compromisea numberof AIPs.

e CollectIP addressnformationfrom clientsusingoneof the compromisedIPs as

afirst AlP.

e Collectpseudogm informationfrom clientsusingoneof thecompromisedhlPs as

alastAlP.



121

e Try to correlatethosetwo setsof information.

Thevariousattacksn theclasstry to achieve the correlationin differentways. For exam-

ple:

Net presencecorrelation: Asnotedabove,correlatevhencertainlP addresseareonline

with whencertainpseudogmsareactie.

Active packet modification: Garblesomeincomingpacletsat the first AIP. At the last
AIP, you will notice that the purportedcleartext is alsogarbled;in this way, you
cancorrelatethe pseudogm that packet wassupposedo go out underwith the IP

addresgrom which the pacletyou garbledcame.

This attackcanbe preventedby usingintegrity checkingat eachlayer of the nested
encryption.This canbe donefairly quickly, for example,by usingintegrity-Aware

CBC mode[48], but it addsoverheado the paclet at eachlayer.

Padding removal: If theclientonly doeslink paddingbetweerhimselfandthefirst AIP,
thena compromisedirst AIP will learnwhatthetrue traffic patternis. A compro-
misedlast AIP canthenlook for a pseudogm with that sametraffic pattern,and

link up the pseudogm with theclient.

This attackcanbe preventedby doing end-to-endactually client-to-last-AlP)link

paddinginsteadof (or in additionto) client-to-first-AlPlink padding.Then,only the
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lastAIP everlearnstherealtraffic pattern(which it needgo know aryway, sinceit

will sendthetraffic in theclearontothelnternet).

However, thelastAIP canstill play tricks with thereturnpath: evenif we aredoing
client-to-last-AlPlink paddingf thelastAIP is malicious,it couldjustfail to dothe
link paddingon the datacomingbackto the client, andpossiblyexposehim in that
way. In addition,client-to-last-AlPlink paddingaddssubstantiapaddingoverhead

to theentirenetwork.

In particular then,whenselectinga chainof AIPs, choosingtwo non-colludingAlPs as

your first andlastin the chaincanprotectyou from theseattacks.
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Chapter 9

Conclusion

9.1 Contributions

This work haspresentedhe designandanalysisof the PseudoymousIP Network (PIP
Network), a systemwhich enableghe useof persistenpseudogmsin orderto commu-
nicatein real time over the Internet. This communicationmechanisnprovidesa basis
for other privagy-friendly applicationssuchasdigital cash. Providing long-termpseud-
onymity is adifficult proposition asaleakof thebindingbetweenverinym andpseudogm

canhave consequencearbitrarily far backwardsandforwardsin time.

In orderto motivate the designof the PIP Network, we introducedthe conceptof the

Nymity Slider, an abstractionwhich lets us evaluatethe amountof personallyidentify-
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ing informationrevealedby a giventransaction.We saw thatthe “ratchet” natureof the
Nymity Sliderimpliesthatwe shoulddesignour technologiego leakaslittle information
aboutthe users’identitiesas possible;we can always have a higherlevel protocoladd

moreidentity information,but it is very difficult to remove it whenit is unwanted.

Taking this advice, we designedthe PIP Network as an AnonymousIP Infrastructure
(AIPI) with a pseudogmity layeraddedon top. In building the AIPI, we borrovedsome
useful piecesfrom other privagy-enhancingechnologiessuchas chainingfrom anory-
mousremailers,and usednew techniqueso deal with the specializedproblemsof an

interactve ervironment.

In analyzingthe PIP Network, we enumerate@ numberof potentialclasseof adwersary
andestimatedheirpower. In Table9.1,we summarizehevariousattacksliscussedh this
work, aswell asdefensesandthe efficacgy of thosedefensesgainstthe variousthreats.
We point out that this chartis meantto be illustrative, not definitive; thereis no way,

for example,for usto truly know the power of mostof the groupslisted. Further the
true strengthof any adwersarywill be very dependenon the particularsituationat hand.
Thetablesimply estimatesvhatlik ely powerseachadwersaryhas,andwhetherthe given
defensesrelikely to be effective. Also, a givenattackingentity may potentiallyfall into

morethanoneclassof attacler; OrganizedCrime may utilize SystemCraclersto further

theirendsfor example.

Finally, we introducedherendezwussener, aprimitive which allowsthe privacy proper
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tiesof aclient-protectingsystemlik e the PIP Network to be extendedo senersaswell.

9.2 A Final Word

TheNymity Slidertellsusthatasystenmonly providesasmuchprivacy asthelayerwith the
highestnymity: if any protocollayer, from Physical throughNetwork, up to Application
(or above), revealsinformationaboutyou, it is very difficult for otherlayersto re-hidethat

information.

Keepingthisin mind, we realizethatwe mustbe carefulwhenwe designcomponent®f
applicationsandthatwe mustproactvely designprivagy into the protocols.Certainlywe
mustavoid explicitly designingbehaioursthataredetrimentalto users’privacy; writing

suchexplicit “spyware” will hopefully startto be seenassimply unethical.

However, we mustequally not allow oursehes and our designsto be privacy-agnostic.
The default behaiour of most systemsis to leak personalinformationin the form of
metadata:context, timing information,andheadersanall be usedto identify clients of
protocols,andsystemghatleakinformationaccidentallyare often worsethanthosethat
revealinformationby design sinceatleastsometimeshereis theoptionto theuserto turn

off thelatterbehaiour.

Rather designersof protocols,applications,and systemsat all layersof the ISO stack,
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| Classof Attack | Defense(if ary) [1]2]3]4]|5]|6]7]8]

Parsinglog files UseanAlP e|o|e
TrustedComputing Hostsecurity o
Basepenetration Encryptedocal data °
Findingentanglement | Carein separatinqiyms °
Forcingentanglement | Virtual machines °
Correlatingnetwork Mobile agents ° °
usageimes
Internetsniffing Encryption,paclet padding, ° oo

link padding
Exploiting lateny Fixed-lateng network ol e oo °
variations
Active pacletdeletion | Propagatéosses oo
“Half-the-Internet” o
Createmary routes DoStokens oo °
IncrementalAIP Chaining NEEE °
compromise Heterogeneity oo °
MassAIP compromise || Securityfor deployed AIPs oo °
MassAIP collusion o o
“First-and-last” Routechoice o o

Securityfor deployed AlPs ° °

Threaty(seeSection5.1)
Web Site Operators

SystemsAdministratorsandinternetServiceProviders
SearchEngines

LawmakersandLaw Enforcement

SystemCraclers

Nationallntelligence

Litigious Groups

OrganizedCrime

O~NO O A~ WN P

e Attack applicabledefenseeffective
o Attackapplicabledefensaneffective

It shouldbenotedthattheseattacksanddefensegrenotasblack-and-white
asthe chartmayindicate;sometimegertainattackscanonly somavhatbe

carriedout by the partyin questionandgivendefensesanaremoreor less
effective, dependingpn the circumstances.

Table9.1: Summaryof threatsattacksanddefenses
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mustentera new mindset: Privacy is Important. What personalinformation aboutthe
userdoesyour designreveal? To whom? Is the usernotified of this? Cansheturn it
off meaningfully? Whatis donewith this information? Whereis it archived? Who has

accessWhatarethe protectionsagainsit beingstolenor misused?

BoththeEuropearunionandtheFTCin theUnited Statehave adoptedyuidelinesnclud-
ing questiondik e the above. Ignoring privagy issueswhendesigningprotocols,writing

applicationspr deploying systemsis simply no longeracceptablgractice.

Whencomputersverenew on the scenethe goal of every programmemascorrectness:
his programshadto work properly Hot on the heelsof correctnessvas performance:
computerswerestill a scarceresourceandit wasconsiderecadmirablefor programsto

consumeaslittle of thatresourceaspossible.

Time passedandby the 1990, computerdhadcomeout of theresearchabs,andfor the
first time, the Internetwas seeingsignificantnumbersof new usersin monthsotherthan
Septemberin this moreopenernvironment,securitywasthe next importantthing. Older,

moretrusting, protocolscould no longerbe used. Encryption, firewalls, and sandboes
startedappearingand programmersand craclers alike knew to watch out for the dread

buffer overrun.

Now we areentering2001. Computerarecommonplacén thehome,andthelnternetis a

commodityavailableto thegenerapublicfor $19.95amonth.Peopleareconductingnore
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andmoreof their personaliveson their computerif notonline. In this ervironment,the
threatto personaprivacy is real. Insteadof worrying aboutteenageraclersstealingyour
CPU cycles,we mustnow concernourseheswith reputablesoftwarecompaniestealing

your personalnformationwhenyou install their softwarefor teachingchildrento read.

In additionto theconcern®f correctnesgerformanceandsecuritytakenup by the previ-
ousgenerationsf designerandprogrammersthecurrentgeneratiorwill needto address
issuef privagy in thesamemanner As today's usersareforcedto dealwith the security
choicesnadeby generationpast,the usersof tomorrav will have to live with the privacy

choiceswe maketoday Let’s notlet themdown.
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