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The trouble with trusting technology is that there 
are so many ways things can go wrong; prob-
lems can occur as a result of weaknesses in the 
technology, mistakes made by users, or trouble 
intentionally caused by abusers. This is certainly 
the case when dealing with crowdsourcing and 
social media—technologies built on complex, 
global platforms that rely on the interaction of 
hundreds of thousands of people every day.

Laying the foundation for trust in social media 
and crowdsourcing is a three-step process. 

The first step is to understand the primary 
ways in which these technologies can be 
used. The second is to assess the ways in 
which things can go wrong while using them. 
The third is to develop best practices to pre-
vent those bad things from happening.

Building trust through understanding technolo-
gies, identifying vulnerabilities, and developing 
best practices does not require that the tech-
nologies or the people using them be trust-
worthy. Instead, it enables users ranging from 
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Individuals and organizations interested in using social media and crowdsourcing 
currently lack two key sets of information: a systematic assessment of the 
vulnerabilities in these technologies and a comprehensive set of best practices 
describing how to address those vulnerabilities. Identifying those vulnerabilities and 
developing those best practices are necessary to address a growing number of 
incidents ranging from innocent mistakes to targeted attacks that have claimed lives 
and cost millions of dollars.
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Box 1. a Tale of Two Tweets

On January 29, 2013, false mes-
sages were posted to Twitter stat-
ing that the Department of Justice 
was investigating the computer 
hardware manufacturer Audience, 
Inc. Shortly thereafter, the compa-
ny’s stock value dropped sharply 
by more than 25 percent. Two days 
later, similarly faked tweets about a 
pharmaceutical company coincided 
with a sudden, 9 percent drop in its 
value. In both cases, the fabricated 
messages were sent from accounts 
impersonating well-known financial 
analysis firms.1

Hoax Twitter Account

Real Twitter Account
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Building trust through understanding technologies, identifying 

vulnerabilities, and developing best practices does not 

require that the technologies or the people using them be 

trustworthy. Instead, it enables users ranging from individuals 

to government agencies to trust that they have the information 

necessary to make informed decisions about when and how 

to use these technologies effectively.

individuals to government agencies to trust that 
they have the information necessary to make 
informed decisions about when and how to use 
these technologies effectively.

How to Use Social Media

The social media ecosystem includes a 
growing number of online platforms, such 
as Facebook, Twitter, and Sina Weibo (i.e., 
a Chinese social networking site similar to 
Twitter and Facebook), that enable individuals 
and organizations to broadcast information, 
engage in ongoing conversations, or passively 
collect information posted by users. 

Broadcasting, where a message is sent to 
a group of users, puts the “social” in social 
media. Twitter is a great example of the 
broadcast-centric design of social media 
platforms. Unlike point-to-point communica-
tions systems like email or text messages, 
there’s no To: field in a Twitter message; each 
tweet is, by default, broadcast to every-
one who is “following” that user’s message 
feed. The confusing format of many Twitter 

 messages is the result of  conventions devel-
oped to insert common point-to-point mes-
saging features that were intentionally omit-
ted. For example, using an @ followed by a 
username indicates that, even though a tweet 
is being shared with everyone, it is intended 
for a particular user (e.g., “Hey @finkd, loved 
the chicken picture!”).

The broadcast nature of some social media 
platforms can lead to confusion, as took 
place when a Christmas dinner photo of 
the Zuckerberg family, including Facebook 
founder Mark, was “leaked” to Twitter. Mark’s 
sister Randi posted the photo on Facebook, 
where it was automatically broadcast to 
her group of friends and made available to 
the friends of those friends. One of those 
friends-of-friends assumed that she was able 
to see the family photo because the picture 
was public. She then re-posted it to Twitter, 
where it quickly went viral, much to the cha-
grin of Randi Zuckerberg.2

Social media also enables engagement 
between a wide population of users. It is 
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 estimated that 67 percent of adults in the 
United States use social media, and there are 
currently more than 1 billion active Facebook 
users worldwide.3 In some situations, the 
engagement process is replacing the traditional 
means by which people communicate. This was 
certainly the case when a pair of young girls got 
lost in the storm drains beneath their hometown 
of Adelaide, Australia. The girls were able to 
obtain a cell phone signal which they used to 
post a distress message on Facebook. They 
were found after a Facebook friend forwarded 
their information to the local authorities.4

Passive collection of social media messages 
makes it possible to gather information from 
these platforms without having to broadcast 
 information or engage with others. This can be 
as simple as browsing through the public con-
tent posted online or creating an account that 
follows other users. Some platforms offer third 
parties, such as online marketers, the opportu-
nity to pay for direct access to the messages 
sent by social media users (Twitter refers to their 
third-party message feed as “The Firehose”). 
This access is central to the ongoing existence 
of many social networks that generate revenue 
through targeted advertising based on the infor-
mation their users have shared. 

This combination of uses—broadcasting, 
engagement, and collection—creates a wide 

variety of opportunities for both individuals 
and organizations seeking to take advantage 
of social media. Broadcasting creates the 
opportunity to build a digital audience mea-
sured in the millions. Justin Bieber, who was 
an unknown Canadian teenager in 2008, now 
has more Twitter followers than there are peo-
ple in Canada.5 

The engagement capability enables everyone 
from individuals to well-orchestrated brand 
campaigns to interact with millions of people 
almost anywhere in the world. Finally, the 
collection capability gives both users and 
outsiders access to the wealth of content 
created and distributed on these platforms. 

How to Use Crowdsourcing

Crowdsourcing technology brings together a 
distributed workforce of individuals in order 
to collect resources, process information, or 
create new content. The implementation of a 
crowdsourcing system can vary widely, from 
complex online websites that coordinate a mil-
lion simultaneous workers to low-tech, ad hoc 
approaches that use a shared spreadsheet.

Crowdsourced collection uses a group 
of workers to find and gather resources. 
The recent rise of crowd-funding web-
sites like Kickstarter.com and Indigogo are 

Crowdsourcing technology brings together a distributed 

workforce of individuals in order to collect resources, process 

information, or create new content.



5

crowdsourced collection systems used to 
find and gather money for new projects. 
Crowdsourced collection can also be used 
to identify useful information and may be 
performed with or without the knowledge of 
the individuals that make up the workforce. 
During the early days of the Libyan revolu-
tion, response agencies outside of the con-
flict zone used the photos, videos, and other 
messages posted on social media to build 
and update a shared situational awareness 
map.6 Similar efforts have sought to collect 
information from citizens during contested 
elections in countries such as Egypt, Sudan, 
and Kenya.

In crowdsourced information processing, 
a workforce takes an existing set of data 
and converts, identifies, or extracts infor-
mation that is useful for a specific task. 
Crowdsourced information processing can 
be combined with social media to distinguish 
useful pieces of information (e.g. identifying 
damaged buildings during a natural disas-
ter) from the significant volume of messages 
being posted every moment. Those tasks that 
are difficult or currently impossible for com-
puters to do are particularly suited for crowd-
sourced information processing. 

For example, online dating sites are using San 
Francisco–based CrowdFlower’s million-per-
son global workforce to identify risqué photos 
that violate their site’s acceptable use poli-
cies.7 The task is difficult for computers to do, 
but can be performed in seconds by workers 
around the world. On the scientific front, the 
University of Washington has created Foldit, 

a crowdsourced game in which individuals 
identify ways that complex protein molecules 
are folded together. In September of 2011, 
members of their workforce identified the 
structure of a protein central to the spread of 
AIDS. That task, which had been unsolved 
for the last decade, was accomplished by the 
Foldit crowd in just over 10 days.8

Crowdsourced content creation uses the 
crowd to produce entirely new information. 
This can be accomplished by bringing togeth-
er teams of individuals to tackle a problem 
or distributing a problem to many different 
individuals in search of a person capable of 
developing a solution. The data competition 
company Kaggle and the U.S. government’s 
Challenge.gov website post challenges for 
users from around the world to solve problems 
ranging from predicting the progression of HIV 
infection to building better lightbulbs.9

Many well-known crowdsourcing efforts use 
a combination of collection, processing, and 
creation. The articles posted to Wikipedia 
combine original writing created by its users 
and a collection of citations to external 
sources. Both the writing and the sources 
are put through an editorial review process 
to ensure that the articles meet the site’s 
standards. The management approaches 
developed by successful crowdsourcing and 
social media operations enable the effective 
use of these technologies. Understanding 
why these techniques are successful and 
how to leverage them in other situations 
requires an evaluation of the underlying vul-
nerabilities in these technologies.
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Understanding What Can Go Wrong

Every negative incident involving social media 
or crowdsourcing can be attributed to one 
or more vulnerabilities in the platforms them-
selves, the ways in which people use them, 
or the technologies on which they are built. 
Examining several of these incidents can 
help to identify a few of these vulnerabilities 
and make it possible to understand how the 
interaction between multiple vulnerabilities can 
lead to negative consequences.

On August 25, 2011, a series of false messages 
were posted to Twitter and Facebook warning 
locals in Veracruz, Mexico, that drug gangs were 
kidnapping people near local schools. Multiple 
accounts were used to “confirm” the false infor-
mation—adding further credence to the fabricat-
ed scenario. As a result, worried citizens rushed 
across town to find their children, causing more 
than 20 car accidents. The two Mexican citizens 
believed to have started the rumor were arrested 
on charges of terrorism.10 In this incident, the 
combination of fabricated information and false 
corroboration worked together to amplify and 
add credence to the inaccurate information. 

Consider the false messages (described on 
page 2) that caused Audience’s stock price 
to drop. The information fabrication was not 
the only vulnerability leveraged in that incident, 
identity impersonation played a role as well. 
The Twitter account from which the messages 
were posted, @Mudd1waters, was designed 
to look like the Twitter account of a well-known 
financial analysis firm, Muddy Waters; its 
staffers tweet from the account @muddywa-
tersre. The imposter account even went as far 

as  listing the owner of the account as Conrad 
Block, the founder of Muddy Waters, and using 
the company’s logo as their profile picture.11

Although these two incidents involved the 
willful creation of false information, actions do 
not have to be intentionally malicious. Take 
the accidental distribution of the Zuckerbergs’ 
Christmas Day photo. In that case, Randi 
Zuckerberg knowingly posted the photo to 
Facebook, and the photo was shared accord-
ing to her account’s distribution control set-
tings. Things went wrong because those con-
trols did not apply to the people who received 
the message. The redistribution of the photo 
to Twitter removed all of Facebook’s access 
control restrictions allowing the photo to 
spread across the entire Internet. The issues 
of distribution and redistribution control are 
not the only examples of vulnerabilities from 
that incident. The photo itself disclosed the 
location of several people, including billion-
aire Mark Zuckerberg, and placed them in a 
specific location at a specific time. 

Although the disclosure of the Zuckerberg 
family Christmas photo was innocuous, 
several prominent U.S. Congressmen have 
lost their jobs following the accidental distri-
bution of photos that were less wholesome. 
Their stories are chronicled on the website 
“The Facebook Fired,” along with the stories 
of dozens of others who have made similar 
mistakes.12 Identifying sensitive information 
can also be automated, as with a project from 
Rutgers University that uses the geographic 
location tags embedded in Instagram pho-
tos to identify the time and places, including 
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private residences, where the photos were 
taken. The operators of the site did prevent 
searches for tags such as “underwear,” but 
did not filter potentially revealing terms such 
as “bikini.”13

Disclosing location and timing can have seri-
ous financial and operational consequenc-
es. In Iraq, a highly targeted mortar strike 
destroyed a set of Apache helicopters short-
ly after they had arrived at a remote operating 
base. The Army believes the strike became 
possible after soldiers uploaded geo-tagged 
photos of the aircraft to the Internet where 
they were discovered by insurgents, thereby 
informing the attackers where to aim their 
munitions.14

Information disclosure can be extremely 
dangerous when it reveals a user’s identity. In 
the border town of Nuevo Laredo, a group of 
Mexican citizens have come together to track 
the activity of drug cartels operating in the 
area by posting on several online websites. 
In retaliation, four of those citizens have been 
tracked down, murdered, and their bodies left 
in public locations around the city. The bodies 
were accompanied by signs listing the web-
sites on which they had been posting mes-
sages and, in two cases, the usernames they 
had been using.15 The Nuevo Laredo murders 
highlight the challenges of crowdsourcing 
in areas with actively hostile organizations. 
Taking part in the crowdsourced collection of 
cartel activity made the citizens a target. 

The vulnerabilities in the crowdsourcing pro-
cess itself can also be targeted for attack. 

During the Russian parliamentary elections 
of 2011, the country’s only independent 
election-monitoring organization built and 
deployed a crowdsourced information 
collection system to track reports of fraud. 
During the election, a video was circulated 
on YouTube attacking the credibility of the 
site and the reports it contained. The video’s 
narrator, a young woman, introduced the 
system and was shown submitting a series 
of false reports that were then made public 
on the election-monitoring organization’s 
website. The narrator used the publishing of 
obviously false reports as proof that none 
of the reports on the site could be trust-
ed, labeling the crowdsourcing system yet 
another attempt by hostile nations to slander 
the country’s leadership.16

The platforms themselves also can be direct-
ly attacked. In February of 2013, Facebook, 
Twitter, and numerous other high-profile tech-
nology companies disclosed that their internal 
systems had been compromised in a series of 
attacks attributed to Eastern European crim-
inals.17 Although the companies state that no 
user information was lost during the breaches, 
another security researcher recently posted a 
flaw in Facebook’s authentication process that 
could be used to gain full access to a user’s 
account information.18

Vulnerabilities in users’ computers can further 
exacerbate the risks of using crowdsourcing 
and social media. In Syria, there have been 
a series of cyberattacks using custom-made 
viruses that target activists’ computers. Once 
infected, the computers allow attackers to 
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access the user’s usernames and passwords 
to social media sites, Skype, and other 
online platforms. The stolen credentials are 
being used to impersonate users online in 
order to spread the virus and compromise 
other unsuspecting members of the activists’ 
social networks.19 

The incidents involving social media and 
crowdsourcing range from benign misunder-
standings to intentional, sophisticated attacks. 
Each of the incidents involved one or more 
vulnerabilities exposed through the construc-
tion and use of these technologies. Those 
vulnerabilities include information fabrication, 
identity impersonation, audience reaction, 
redistribution control, account access control, 
information persistence, information verifica-
tion, and numerous forms of information dis-
closure (association, physical location, online 
activity, possession, and identity). These are 
only some of the many vulnerabilities that exist 
in social media and crowdsourcing technol-
ogies. Although they are numerous, these 
vulnerabilities can be used for more than just 
enabling bad things to happen.

Leveraging Vulnerabilities

Understanding vulnerabilities in social media 
and crowdsourcing is key to identifying ways to 
use these technologies safely and effectively. 

Simply knowing the vulnerabilities associated 
with a technology can enable users to make 
informed decisions about how and when to 
use it. That information can be further lever-
aged to create best practices to guide those 
using the technologies through the steps 
necessary to systematically eliminate or miti-
gate those vulnerabilities—thereby preventing 
attacks and avoiding negative consequences.

Informed decision-making allows users to 
choose actions that take advantage of a 
technology’s capabilities despite the risks 
associated with its vulnerabilities. 

Consider the incident involving geo-tagged 
photos of Apache helicopters in Iraq. Not 
posting a geo-tagged photo would certainly 
have eliminated the risk; however, there are 
a number of other options. Removing the 
geo-tagged information from the photo before 
posting it online (mitigating the location dis-
closure vulnerability) would have removed the 
precise targeting information needed for the 
attack. Similarly, the successful attack could 
have been avoided by posting the geo-tagged 
photos after the helicopters had left the base, 
thus eliminating the timing disclosure vulnera-
bility associated with the Apaches.

Professional crowdsourcing organizations 
are successful because of the extensive 

Informed decision-making allows users to choose actions that 

take advantage of a technology’s capabilities despite the risks 

associated with its vulnerabilities.
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work they have done to identify and miti-
gate the vulnerabilities associated with their 
technologies. These approaches range from 
periodically testing workers by asking them 
questions for which the answer is known 
and only considering a task complete when 
multiple, independent workers agree on the 
answer. For example, CrowdFlower’s pho-
to-vetting system optimizes judgments from 
its workforce using a verification algorithm 
where five independent workers must iden-
tify if an image violates one or more of the 
platform’s rules for  objectionable  content 
and each worker’s decision is weighted 
according to how accurate he or she has 
been in the past.20 Similarly, Wikipedia 
maintains the ongoing accuracy of its arti-
cles in part through a process that alerts 
reviewers immediately after an article they 
oversee has been changed so they can veri-
fy the updates are accurate.21

Although there is certainly a wide range of 
vulnerabilities associated with each technolo-
gy, that number is finite, and the same vul-
nerabilities come up again and again in many 
different types of deployments. The limited 
number and tendency toward repetition mean 
that organizations need not rediscover those 

vulnerabilities each time they set out to use 
these technologies. 

From Vulnerability Assessment to  
Best Practices

Like any technology, crowdsourcing and 
social media have a variety of vulnerabilities. 
The challenge is not to avoid these technol-
ogies because of their vulnerabilities, but 
understand those vulnerabilities on order to 
identify the steps that can be taken to effec-
tively address the risks.

Many of the steps taken to avoid commonly 
found vulnerabilities can be converted into 
best practices in social media and crowd-
sourcing. The best practices would be a 
set of existing, ready-to-use guidelines that 
include information about both potential vul-
nerabilities and the actions that can be used 
to avoid them.

The best practices for social media would 
include guidance on ways to identify sensi-
tive types of information that should not be 
disclosed and ways to detect and respond 
to inaccurate or fabricated information. Best 
practices for crowdsourcing would include 

Like any technology, crowdsourcing and social media have a 

variety of vulnerabilities. The challenge is not to avoid these 

technologies because of their vulnerabilities, but understand 

those vulnerabilities on order to identify the steps that can be 

taken to effectively address the risks.
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mechanisms for ensuring accurate judgments 
from workers and could leverage many of 
the practices already in use by professional 
crowdsourcing organizations.

The two sets of information–vulnerabilities 
and best practices–can be used in tandem. 
Each best practice can be categorized 
according to which vulnerabilities it address-
es. Users who have used the information 
from the vulnerability assessment to identify 
the vulnerabilities in their operations can 
cross-reference that list with the best practic-
es they should use.

The cumulative result of identifying vulnera-
bilities and developing best practices will be 
a body of knowledge capable of protecting 
users in each of the many ways these technol-
ogies are being used.

The Path Forward

One of the best ways to ensure that the use 
of complex technologies goes smoothly is to 
address all of the things that can go wrong. 
Social media and crowdsourcing offer new 
opportunities for everyone from individuals 
to large organizations, but a growing number 
of incidents, ranging from benign misunder-
standings to millions of dollars in damages 
and the loss of life, demonstrate the risks 
involved in using these technologies. 

Despite those risks, it is possible to develop 
a form of trust in these technologies. Doing 
so requires identifying and understanding 
the vulnerabilities in the technologies and 
establishing best practices to reduce or 

eliminate the chance that these vulnerabil-
ities will be exploited. Much work remains 
to be done to arrive at that point—both in 
the assessment of the vulnerabilities and 
the creation of best practices. This work is 
essential to the safe and effective use of 
these powerful new technologies.
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