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(54) COMBINED DIGITAL SIGNATURE (57) ABSTRACT 

(76) Inventor: Eric Hughes, Berkeley, CA (US) 
A combined digital signature is method of making a single 

Correspondence Address: public key digital signature on a number of messages, such 
Eric Hughes that individual combined signatures may be extracted and 
1577 R059 Street individually presented. The mechanism of a combined digi 
Berkeley, CA 94703 (Us) tal signature is a combination of a hash tree Whose leaves 

correspond to messages, together With a cryptographic sig 
(21) Appl' NO‘: 09/817’670 nature made on the root of that hash tree. The invention 

(22) Filed Mar 26 2001 comprises a method of making a combined signature, a 
' ' ’ method of extracting individual combined signatures, a 

Publication Classi?cation method of verifying individual combined signatures, and the 
data format of an individual combined signature. The inven 

(51) Int. Cl.7 ..................................................... .. H04L 9/00 ticn can increase performance of signature-making by a 
(52) US. Cl. .......................................... .. 713/177; 713/176 factor of several hundred over previous art. 
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<signature 
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<right 
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N : the natural numbers 0, l, 2, 3, 

L : a security parameter for cryptographic hash functions 

H : EL : set of all bit strings of length L 

2* : set of all bit strings of any length 

F : 2* —-> H : a cryptographic hash function of output length L 

P : a security parameter for a public key signature scheme 

J : 2P : set of all bit strings of length P 

K E : the space of private keys of the signature scheme 

K D, : the space of public keys of the signature scheme 

S EG :KE x J —> J : the signing operation of a private key 

VEG : K D x J >< J ——> B : the veri?cation predicate of a public key 

H” : positive length sequences of values in H 

#: H+ —> N : the length of a sequence 

27 = {M, } e H+ : a sequence of messages 

n =# 17 : the number of input messages; also the size of a hash tree 

Base] 0 : N —> 2* : represents a number as an ASCII base -10 integer 

Base 64 : N ——> 2* : represents a number as an ASCII base - 64 integer 

quote : a constant, the ASCII quote character 

+ : 2* —> 2* : string concatenation 

B I {tr/awe, false}: boolean values 

Figure 5 



Patent Application Publication 

6.1 

6.2 

6.3 

6.4 

6.5 

6.6 

6.7 

6.8 

6.9 

6.10 

6.11 

Dec. 5, 2002 Sheet 6 0f 22 US 2002/0184504 A1 

1 + L’(n, i, Leftn when i 6 Left" (I) 
L’ : N x N x Tn —+ N : (n, i, t> |—> 1+ L’(n, i, Rightn(t)) when i e Rightn(t) 

0 When t = (i, i) 

"ordinary nodes are stable"<:) 

Vt e N x N; m, n e N : (ordinaryn (t) /\ m > n) —> (ordinarym 

Figure 6 
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VT" : {N : Tn —> H}: set of valued trees 
"N e VT” is a well - constructed hash tree"<:> 

Vt, u, v E Tn :u : Leftn (t)/\ v = Right,1 (t) —> N(t) = NodeHashn (t, N(u), N(v ) 

NodeHashn :Tn >< H x H —> H : <(i, j), x, y> l—> F o NodeFormatn ((i, j), x, y) 
NodeFormatn :Tn X H X H —> 2* : a position - dependent formatting function 

N M e VT!”7 : hash tree generated from leaves 17 

{NodeHashmhg NM 0 Leftm?), N17 0 Right#17(t)) when r e Tg? 
M . 

"ordinary nodes have stable values"<:> 

Vt e Twill-,1‘T e H’r :(OrdinaryWQ) /\ H c l5 )—> (N17(t): NF(t)) 

"hash tree N e VT” is valid for message sequence 17"¢> 

Figure 7 



Patent Application Publication Dec. 5, 2002 Sheet 8 0f 22 US 2002/0184504 A1 

RootFormat(n, x, y) when (i, j) : (0, n—l> 

RootForrnat(n, x, y) =" < root" 

+ "size :H + Basel0(n) 

8.2 + " le? :" + quote+ Base 64(x)+ quote 

+ "right 2" + quote+ Base 64(y)+ quote 
+ I! / >H 

ParentFormat(x, y) :"< node" 
+ " left I" + quote+ Base 64(x)+ quote 

8.3 _ 

+ " right =" + quote+ Base 64(y)+ quote 

+ II/ >" 

F lg u re 8 

9.1 U” : Tn u {P, S }: node set for combined signature tree 

9.2 R = (0, n — 1) e Tn c Un : root node of hash tree 

9 3 parent(R) : P 

' parent(P) 2 S 

Figure 9 
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VUn : {N : U” —> 2*}: set of valued trees 
"N e VUn is a Well - constructed combined signature tree"<:> 

N | T is a Well - constructed hash tree“ 

A N(R) = PadStrip(N(P)) 

A Eld e KD :VEG (d, N(s), N(P)) 

N 17,2 6 VU #17 : combined signature tree generated by e e K 5,17 6 H‘L, z e ZIP-L 
6, 

SEC (69 NeJZiz u : S 

Ne?z : u l—> PadFormat(Ne, 17,Z(R),z) if u = P 
N17 (u) if u e T,W 

"combined signature tree N e VUn is valid for d e K 1),]? e H*" <3 

"N is a Well - constructed combined signature tree" 

A VEG (d’N(S)=N(P)) 

A N(R)=NM<0,#M-1) 

Figure 10 

PadFormat : H X ZIP-L —> J : hash value padding function 

PadFormat : (h, z) |—> h + z 

PadStrip : J ——> H : pad stripping 

PadStrip : j l——) j[0,L —1] 
Padding : J —> ZP'L :pad extraction 

Padding : j H j[L,P—1] 

"inverse on ?rst parameter"<:> V h, z e 2* : h : PadStrip(PadFormat(h, 2)) 

"inverse on second parameter"<:> ‘W’ h, z e 2* : z : Padding(PadFormat(h, 2)) 

Figure 11 
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L : L(n, i); k, i e [0, n — 1] : sequence parameters 

BMO, Bngll, . . ., BML+1 e Tn : branch nodes 

SW0, SWJ, ..., SML e Tn :sibling nodes 

sidemo, sideml, ..., sideml’L e {“le?", "right"} : sibling positions 

BWL+1 I (0,11 — 1) : root node 
_ "left" when i e Rightn(Bn,,)k+l) 

Slde””’k : {"right" when 1' e Leftn(BMk+1) 
Leftn (Bnalyk?) when siden’iak : "left" 

8”” : {RightABMHJ when sidewak : "right" 
Rightn(BnJ,k+l) when sidend‘k : "left" 

I {my (B ) 

Figure 12 
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sig 6 J :signature value 

2 e 2'“ :padding bits 

, n e N : stated size of the tree 
extracted signature 3 

L e N :number of siblings on branch 

p0 ... p L_1 e {le?, right}: position indicators 

s0 ....rL_I e H : sibling values 

XS 6 K D x H x J x 2H x N x N x {lefr, right}+ x H“ :extracted signature veri?cation 

XS : <d,M,sig,z,n,L,{ O ...pL_1},{s0 ...sL_1}> 
WL : {S0 ...SL_1,B0 ...BL, P}:nodes of the base tree of a veri?cation tree 
parent(S, ) : B1+1 
parent(Bl ) : BM, when i < L : edges of the base tree of a veri?cation tree 

parent(BL ) = P 

N XS 6 VWL : {N : WL ~+ 2* :veri?cation tree 

M when w I B0 

3] when w : SZ 

NXS ; w |-> NodeHashn (P(B, ), NXS (s,_1 ), N” (B,_.)) when w : 53,0 < i g L, p, : Zefz 

NodeHashn(P(B,),NX§ (B,_1),NXS(S,_1 ) when w : 3,,0 < i g L, p, = right 

PadFormat(NXs (BL ), 2) when w : P 

"signature is Well - formed" 

/\ PXS (B0)is de?ned 

/\ EIi:PXS(BQ)=<i,i> 
A Vm(d,sig, NXS(P)) 

"signature is valid for (d, M >" <—) 

Figure 14 
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@ Figure 23A 

23.7.3 NodeHashmmh ; H X H _> H : (x, y) |—> F(salt + NodeFormat” (x, y ) 
"< signature" 

+ "value ="+ quote+ Base 64( j )+ quote 
+ "salt :"+ quote+ Base64(salt)+ quote 
+ H>Il 

Figure 235 

LayerFormat("bottom",x, y) When [i — j‘ :1 
LayerFormat("top", x, y) otherwise 

LayerFormat(name, x, y) =" <" + name + 

+ " left I" + quote+ Base 64(x) + quote 
24.1 

+ "right =" + quote+ Base 64( y) + quote 

Figure 24 


















































